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(ﬁ' CryptoLocker

Private key will be destroyed on

71:49:16

1/12/2014
4:59 PM

Time left

Your personal files are encrypted!

ally verify

RSA-2048 generated for this
e private key.

Clic + to select the method of payrment,

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by server.




nghnghprthtccs.com
kmhihraypajohj.net
xoggeanmiyebpn.biz
lgjbabroghmbja.ru
ysiywjfcyghnin.org
mummfmagkrdgmhx.co.uk
awlkcuexkcbypu.info
nyofxviaikjygn.com
bbnduevnbjelpt.net
ofpyygapuscisk.biz
psoleogunlkgsb.ru
pjrrrpiflafuum.org
qwgewxxkesndlp.co.uk
gnudwbhbwvyghs.info
rbtpcjwgpohohc.com
rrwvpkygndcsqt.net
sfviusovgvkbhp.biz
ymofbgcueknust.ru
mondxlgctpedrn.org
bnajdptwsijitll.co.uk
opphauxeioycts.info
butjybsggnkssl.com
owshvgwnvsbbrx.net
dvvnbkkiumfrsv.biz
gxulxpopkrvabv.ru
dfwvsuswjdckbi.org
esvixayyycowro.co.uk
fgyauekyxcwijtl.info
gtxmajgbnbjvti.com

retn

; httributes: bp-based frame

dga2 proc near

SystemTime= SYSTEMTIME ptr -18h
dword ptr 8
dword ptr @Ch

ebp

ebp, esp

esp, 16h
[ebp+arg_4], 3E8Bh
esi

esi, ecx

short loc_A4BEF9B

eax
esi loc_4BEF9B:
esp, ebp eax, [ebp+SystemTime]
ebp eax ; lpSystemTime
8 ds:GetSystemTime
[ebp+arg_8]
esi, 3Ch
edx, [ebp+SystemTime]
ecx, esi
generate_domain
esp, 4
eax
eax, eax
eax, esi
eci
esp, ebp
ebhp




URL Detection SHA-1 Referer Last seen

http://www.youtube.com Trojan.Agent.BHYK 87081f14985a765ba%f1310a534b328744919234 http://www.youtube.com//  2015-02-25
/setup.exe 06:43:25.910000

http://www.facebook.com Trojan-psw:W32/Fariet.0076bc8a22!0nline 0076bc9a220dc4 Tebedf248{16316eb605c826f0 http://www.facebook.com/  2015-02-24
/setup.exe 01:02:39.857000

http://earth.google.com Trojan.Agent. BHYK 87081f14985a765ba%1310a534b328744919234 http://earth.google.com/ = 2015-02-24
/setup.exe 16:34:02.813000

hitp://allegro.pl/setup.exe Trojan.GenericKD.2069696 b3de3e293710f530fh{74522e507d500c6697708 http://allegro.pl/ 2015-01-11
08:52:10.764000

http:/it.it.facebook.com Trojan.GenericKD.2186102 2e0841€058135438 |P Information for 185.138.41 85

/setup.exe
= Quick Stats

http:/fwww.o2.pl/isetup.exe Suspicious:W32/Malware.b3de3e2937!0nline b3de3e293710f53M 1p Location [ Germany Hurth Plusserver Ag
ASN | AS8972 PLUSSERVER-AS PlusServer AG (registered Oct 12, 2001)

Resolve Host loft9237 serverprofi24.com

87081114985a765b% IP Information for 85.25.213.208
= Quick Stats
IP Location B8 Germany Hurth Plusserver Ag
ASN B AS8972 PLUSSERVER-AS PlusServer AG [registered Oct 12, 2001)

Resolve Host maltal360. startdedicated.com

IP Information for 31.192.211.50

= Quick Stats

IP Location [l Turkey Denizli Netinternet Bilgisayar Ve Telekomunikasyon San. Ve Tic. Ltd. 5ti

ASN B AS51559 NETINTERNET Netinternet Bilgisayar ve Telekomunikasyon San. ve Tic. Ltd. Sti.
(registered Sep 28, 2010)

Resolve Host server50.net21l.intbildns.org

SECURITY NETWORKING

DNS hijacking vulnerability Attack campaign compromises
affects D-Link DSL router, 300,000 home routers, alters
possibly other devices DNS settings

t

ucian Constal
L C ia
IDG News Service IDG New:




B2 Josh Pitts
How | caught someone/thing MITM patching
binaries over Tor:

leviathansecurity.com/blog/the-case-...
LeviathanSec

Contact:
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DOMAINTOOLS Q Products = Solutions « Pricing Support About = Account =

Return to My Reverse Whois Reports
Email Address Exactly Matching "POSTMASTER@GROUPTUMBLER.COM"

Reverse Whois Report Preview Report Compiled: 11/13/2014
# Domain Whois Record

AIRTRAVELABROAD.COM 2114/2

BEIJINGNEWSBLOG.NET

GROUPTUMBLER.COM

LEVELDELTA.COM

NASDAQBLOG.NET

NATUREINHOME.COM

NESTEDMAIL.COM

[NCZ'STF{ESSJCZ'E.CC'F.'I 130/201M3/22/2011 107402011 3014/
20 T 4212074 6114/2074 911

[y Tunion.com

10 OILNEWSBLOG.COM

1 [ OVERPICT.COM

SIXSQUARE.NET

) [USTRF\DECC:-I'.-IP.CC:-I'.-I W30/2011Q3/26/2011 10/19/2011 12/28/2011 4/18/2012 6/20/2012 /27! 5 3140 /512013 11/3/2013

14 9/4/2014 9/27/201 4c|':uc|7n 14 1
f human, unscripted use, as d 04 Service.




'Y, Y
heveldeta com : N Qroupburnbiern com e

\

" »
8/ 1
o leveldela co news grouptumbler com <04 1336020 HIINLcFE01 504101 c 2chB 706Gt 2onichaT

/

\
|
|
Y

~

U

276ebbf5T58baT S cacE330a  BO2IETEOCEA2E94(BabdS1R0ECTE224 Lelb0dlEal 62 fScTi3a7Tc053¢a 78515 OreceDubke

~ P
| P

”

MinDuke




W

= Hashes & Select - @ Dowmiload -

Firat sib. Last sub. ™ Timis sub. Sources Size

4 Afmd AN 5N 1 | 137 N KR

BEHAVIOUR INFORMATION

Processes created
rsvahalSdu. sys™ & ping localhost -n 3 B net start AhalSds=™"

C:WWINDOWS \ systemddcmd  exe fo ping localhost

15R & KR

BEHANVTOUR TNFORMATION

Processes created
€2 W NDOWS stemdd)cmd e et f 3 & move "C:\WINDOWS,abpdBanSs™ =C: DO 5 Sy 3 driver 4Bdn5.eys" & ping localhost -n 3 & n

L. S\ S EEE

& Written files

CAWINDOWS\Aha154xs (successful)

~ Moved files

SRC: C:\WINDOWS\Aha154xs
DST: CAWINDOWS\system32\drivers\Ahal154x sys (successful)

2 Created processes

A

CAWINDOWS\system32\icmd.exe /c ping localhost -n 8 & move Y "C:AWINDOWS\Aha154xs" "C:AWINDOWS sy stem32\drivers\Aha154x sys”
& ping localhost -n 3 & net start Aha154x™ (successful)

CAWINDOWSsystem32wemd.exe /s /c for /L %i in (1 (successful) BlackEnergy2 version 7.0.9
CAWINDOWShsystem32iping.exe ping localhost -n 3 (successful)

, , _ ) Posted 1 month ago by Useful (D) Mot useful (0) Abuse (D)
CAWINDOWS\system32\inet exe net start Aha154x (successful)




<?xml version=""1.8" encoding="UTF-8"7>
<{hkernel

{servers:

{zerver’

“typehttps< type>
Laddr>https:--925.143 193 _182/BnJhbmN1YHZpYHR1bGU jh2@
{rseruer’ b
{zerver’

“typehttps< type>
faddr*https:=/-95_.143 1923 182 /EnJhbmH1YEZpYHR1bGU jh2
httnz=1A_1A_255 553128 _http=z=18.5_10_11:-3128 _https=
ps=proxy._.uz.gov._ua-J128 http==10_.5_104_225:28808_htt
66 i CEECSTEZENFadary

LAsepruer’

{zepruepr’

Ltype*https< type>

Laddr>https - »5.61 .38 .31 -ZBzallxvbml yallRhbmku zetat
LAsepruer’

{r/EePUBrs > 4
<Lcmds > — T 5 e pa— ,
<scmds> Mopopoxyite i3 Kuesa no-Kpusoro Pory nofsgamu [HTepciTi+
{sleepfreqr6Bi{ sleepfreql . eo00000
“huild_id>BADAB15aaa< build_id> .

+“/hkernel>
<?xml version="1.8" encoding="UTF-8"7%>
<hkernel>
{ZErUers
{SEPrUEr}
<type*https< typer

{addr>https: /5. 77 _BA.166/templates  hf BdacB8BL PRl FAAZF1PoeBedb382f getef g. php
sproxy=https=172_.20.124_.18:8888,. https=aproxy |giknpc.intranet8A8A, https=proxy.q
iknpc.intranet 8888 https=sproxy.giknpc.intrafeét-so6d, NLLps —nproxy.giknpc . intra
net :8A8A_ https=172.20.124 2528088 addr>

{/sepruer’

{/zservers >

<cmds >

<Ascmds >

{zleepfreqr6BB<zsleepfreqr

<huild_id>BEBZ21%rku<-build_id>

</bkernel’>

https:= 714476 . 119 .48 Y3 Jy¥ltpeczAy-sloadvers sparamctrl. php; proxy=httpz=18.18._255
553128 https=192 168 _1_22:3128 http==10.3.10_180:8888, http==172_20_124_108:8080
Jhttps=195_.64.198.1 :808@

3 . IP Information for 19
Network information

= Quick Stats
IP address 195.64.190.1

IP Location

verse DNS (PTR relay.giknpc.com.ua
d)

ASN

DNS server (NS record)  ns.giknpc.com.ua (195.64.190.1)
7 pCc.com.ua (195.24.137.86)




File pos

| Mem pos

=

B
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A 00000007 2804
L 000000 220E
L 00000007 2334,
LI 00000001 235
LI 000000071 2376
i 000000071 2330
i 0000000 23c2
i 00000007 238 4
L 00000007 2414,
L 000000071 2434
L 000000071 2436
L 00000007 2440
i 000000071 24C2
i 00000007 2482
L 0000000 2542
L 0000000 2564
LI 000000071 2536
LI 000000071 25C6
i 000000071 25F2
i 000000071 2610
i 00000007 2636
L 000000071 2656

000000472804
00000041360E
000000413738
00000041375E
000000413776
000000413730
00000047137C2
0000004137E4
0000004713514
000000413534
000000413336
0000004713340
0000004138C2
00000047138E 2
000000413342
000000413364
000000413336
0000004133C6
0000004139F2
000000413410
0000004713436

China in economic crisis 2012 doc
N VLT _TATL
StingFilelnfo

04090480

Companyh ame

kdimrmambt Carmear shios

itw:"china in economic crisis 2012 doc” Search = Hashes

Ratio First sub. Last sub.

41155

2012-01-18
06:55:07

2014-10-06
06:54:15

b1cad8ded3aidobfiTedbfBaic61eTH2{275a3bebbd285d35d6a40c45ddeSbd

Tedc54253563975dd49692bee3bb390a
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China's collapse "will bring economic crisis to
climax in 2012

Leading City of London analyst gays next 12 months will be one of "pain and disappointment’ of
Chinese economy crashes

“China in ecoromc o D012.doc™: 4,308 characters (an appromemats valus ).

@ Select =

Times sub.

12

Sources

10

® Download =

Size

2781 KB




@ Prevalence metrics

First seen ITW 2014-08-13706:08:
First submission 2014-08-13 06:14:34
Last submission 2015-03-03 14:24:02
Number of submissions 98

Distinct source submissions 66

2% Propagation, dissemination and distribution strategies

This file has been spotted in-the-wild travelling as email attachments, some of these emails are later on detailed.
leHnpokypatyp
.nenyTaTiE &% Attached in emails
[+] ="windows-12517B 2w+ Xt7/Dubv PwdP Lz80AgdvHy403udujrdCDn?= =?windows-12517B74if._. (=?windows-1251787
lfonosHuUMm cnigumm ynpasniHHAM MBC YKpaiHu
BHECEHO BiAOMOCTi Ao EA“Horo pEECTPY AOCYA ' Ed X (@ = | Tennpoxyparypa scTancemnd 38 asxy HapoAMx semyTamis Ypaims 3 ononvenuamn. - Cynillic (Windows)
pOSCJ'IiAYBaHb npo po3KpagaHHA nocagosBuvMMM ocob m Message
pra.l.HI"l 3a nonepegHbOd 3MOBOK rpoOLUOBMX KoOU - — . ) Copy
® x @ ¢ D - P > find ted
npu3HayeHux gna ATO. Juk Delete | Reply Reply Forward Addte Move Copy

R~
& calendar to to Fe Encoding

CBY YkpaiHu Beae nepesBipKy HapoAHUX AenyTd
AKI NiATPUMYIOTb TEPOPUCTIB.

leHnpoKypartypa BCTaHOBUANA 3B'A3KY HAPOAHWX AENYTaTiB YKpaiHM 3 ONONYeHUAMMU

Tarms

spisia_deputat

ov_done.ppsx

Apcenin Huewiok aopyuns [Mewnpokypat=F3pi, CBY, MBC 1a MIHICTEpCTBY=10CTHYII NepesipuTH BCIX
ﬁ ( > L I 3 10f4 P Hapoakux aenytatmie, napmi =F2a rpoMaacbki ob'eaHaHHA Ha=YKpaidi Ha NPUYeTHICTL A0 NIATPHMKN
ononuenyis nispe=EDHoro cxoay xpaimn Mepwi pe=E7ynbrat nNepesipk® NOKAsanu NPHYETHICTb

o nesakn=F5 naprnin go niatpumkn tepop=E8cris. Tak camo Gynu BuRBneH sunaaxy kpaaixku r=FOowedn
Sp|5k| deputatov done npuaHauennx anAa ATO. <=R>Y fogatky nepwwi Cnucok ocib, AKi NiANAralTL=NepeBipui Ha A0NOMOry

TepopucTam
Andrey Krivshenko (1 SlideShare)

& | o

Published on Aug 13, 2014

«lMOBiHb — 3MiHa CMCTEMW» - IH(DOPMaLiHO-aHaNITYHA CTyAiA http//povin.com_ ua/

Published in: Mobile




@ 2005-03-08 02:26:00

/‘i' \ Andrey Sporaw (S sporaw) wrote,
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Cxkauan s dotorpadum caoero ATN ¢ TenedonHa (KaK OHO NPOUIOWND U €ro MaT. OLIEHKY ONUCHBAN 34eCh), TeNepb MOXHO UX NOCMOTPETS.
Cam 3auennn ux CERAYAC M AYMalo... HEe MHOro /1 A 3TOMY AGATENO Ha 9-Ke Ha Mecre aan - $150? =)

(MawuHa, KCTaTH, rPA3HON CTana 3a YTPEHHIK NO0e3AKY ANMTENLHOCTLIO BCero MuHyT 10... lNoatasno)
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