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Course Staff

= Staff
= Main lecturer: Antti Tikkanen
® Course assistant: Paivi Tynninen

= Visiting lecturers from F-Secure
= Mikko Hypp6nen
= Paolo Palumbo (static analysis, interpreted languages)
= Jarkko Turkulainen (obfuscation, dynamic analysis)
= Karmina Aquino (interpreted languages)
= Christine Bejerasco (web threats)
" Broderick Aquilino (Mac)
= Jarno Niemela (corporate espionage)

= No visiting hours, only by appointment
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Lectures

o e

21.1.2015
28.1.2015
4.2.2015

11.2.2015
25.2.2015
4.3.2015

11.3.2015
18.3.2015

25.3.2015

1.4.2015

Course Intro + Threats Today
Static Analysis |

Static Analysis Il

Dynamic Analysis

Windows for Reverse Engineers
Binary Obfuscation and Protection
Malware Analysis Automation

Analyzing Interpreted Languages
The Malicious Web

Mac Malware Analysis
Industrial Espionage

Course Project Instructions
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Homework
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bst
arg_s

Toc_huaer2:

align 10h
SURBRBOBUVUT T HE
proc avar

= dword ptr A
- byte ptr W

push ehx

noy ebx, [espeieDst)
cnp ebx, OFFFFFFFEN
push esi

nov esi, ecx

ibe short loc MBIE72
call sub_W139E2

nov wax, [esietin]
cnp wax, whx

jnn shert lec_A@IE92
nov vax, [esivian]
push eax

push ebx

nov ecx, esi

call sub_WDIFFQR

__stdeall sub_hWpiae(void «bst ,char)
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bt
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4n2enz|| . =B45 B2 U ERZ, DWORD PTR 55: [EBP+E1 58 B s s
B3ERE| | © BEan re oo eE nuorn Pre_ss: reep-22 ol
40oErA|| - EZ 2543FRFF | CALL fepespd.@@47DFS34 WG Lo ERALEHEEs (EEEE)
SDoeREl| L SB4s Hoy ERY, BUORD TR 55 (eap 52 EFL @BB0E24E (MO, NE,E, BE, N3, PE, GE,LE)
: + o
40%EEs | - 8BSE 62 MOU DX, DWORD PTR DS: [ER+E] Sl core S (o) CREER
snoees|| . 2ESt CHP EO,DWORD PTR OS: [ECK+8] Ef, G Bl
40%EEE|| . 1BLE SBE EAX, EAX <0215 cnpty B
ao4nsee0|] . Fros HEG EAX Bl
STE empty .0
STE empty 8.8
ST empty B.8
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Analyzing fzpeepd: 21471 hewristical procedures, 10 calls to known functions
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Final Project

= At the end of the course we’ll have a mandatory final project

= Course Project 2015: multistage reverse engineering challenge
= Again, individual work: share ideas, write your own answers

= Deliverables
= Written report about your solutions
= Possible source code, IDA databases, ...
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Grading

= | ectures are not mandatory but very much recommended
" Tool trainings are not mandatory but very much recommended

=" Homework
" 3 rounds, each 20 % of your course grade

= Final project
= 40 % of your course grade
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Practical
Malware
Analysis

The Hands-On Guide to 48 ..
Dissecting Malicious &%

Software

Michael Sikorski
and Andrew Honig

Fareward by Richard Bejtlich

© F-Secure Confidentia F'SE‘:“"E‘?




Sign up now!

= \We can take only up to 35 students
= Sign up in Noppa (don’t ask me how..)

= Course signup will close before next week’s lecture
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