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Representing Data



Binary numbers
1 0 1 1

1 0 1 1 1 1 0 1

1 0 1 1 1 1 0 1 0 0 1 1 1 0 0 1

NIBBLE

BYTE

WORD

0xB

0xBD

0xBD 0x39



Endianness

c9 33 41 03

Actual bytes

0x034133c9 0xc9334103

Little Endian Big Endian



Strings

H  e  l  l o     1  2  3  4

48 65 6C 6C 6F 20 31 32 33 34

(BOM)  H     e     l     l o

(ff fe) 48 00 65 00 6C 00 6C 00 6F 00

ASCII

Unicode (UCS-2)



Where do string end?
H  e  l  l o

48 65 6C 6C 6F 00

H     e     l     l o

48 00 65 00 6C 00 6C 00 6F 00 00 00

H  e  l  l o

05 48 65 6C 6C 6F

H  e  l  l o

05 00 00 00 48 65 6C 6C 6F

ASCIIZ

Null-terminated Unicode

Pascal

Delphi



Representing Code



CPU Architectures
• CISC – Complex Instruction Set Computing

• Emphasis on hardware and assembly
programming

• Example: X86 

• RISC – Reduced Instruction Set Computing
• Emphasis on software and high-level

languages
• Example: ARM



Introduction to x86 

https://en.wikipedia.org/wiki/X86


The i386, in short

• Introduced in 1986
• Has a 32-bit word length
• Has 8 general-purpose registers
• Supports paging and virtual memory
• Addresses up to 4GiB of memory



Data Register Layout



EFLAGS register



Read on your own: common x86 
instructions

MOV EAX, 1 Move 1 to EAX

ADD EDX, 5 Add 5 to EDX

SUB EBX, 2 Subtract 2 from EBX

AND ECX, 0 Bit-wise AND 0 to ECX

XOR EDX, 4 Bit-wise eXclusive OR 4 to EDX

SHL ECX, 6 Shift ECX left by six

ROR EBX, 3 Bit-wise rotate EBX right by 3

INC ECX Increment ECX



Read on your own: common x86 
instructions (continued)

JNZ label Jump if not zero (equal)

JMP label Unconditional jump to label

CALL func Call function

RET Return from function

LOOP label ECX--, Jump to label if not zero

PUSH EAX Push EAX to stack

POP EDI Pop EDI from stack



Intel x86 Instruction Format (32-bit)
• Variable-size complex instruction format (CISC)
• Instruction format: OPERATION, [OPERAND 1, [OPERAND 2, [OPERAND 3]]]

• Operands can operate on register, memory address or immediate data

• A single instruction can be of any size between 1 and 15 bytes



Intel x86-64 Instruction Format (64-bit)



Reversing C



Basic data types

• char – 1 byte
• short – 2 bytes
• int – 4 bytes (platform word)
• long – 4 bytes
• float – 4 bytes floating point
• double – 8 bytes floating point



Arrays
• One dimensional arrays

A[0] A[1] A[2] A[3]

char A[4]

• Multi dimensional arrays

A[0][0] A[0][1] A[0][2] A[1][0] A[1][1] A[1][2]

char A[2][3]



char val[2][3][2] = {{{'0','1'},{'2','3'},{'4','5'}}, {{'6','7'},{'8','9'},{'a','b'}}};



Structures and Unions
struct {

unsigned int id;
unsigned short age;
char name[16];   

} record;

Memory allocated for all

members combined:

sizeof(record) = 24

union foo {
int one;
char two;
}; 

Memory allocated for 
largest member only:

sizeof(foo) = 4



Structure alignment

unsigned int id (4 bytes)

short age (2 bytes)

2 bytes pad

name (16 bytes)

• Data structure are aligned to machine word size
• The #pragma pack() directive controls the alignment

unsigned int id (4 bytes)

short age (2 bytes)

name (16 bytes)#pragma pack(1)



Calling conventions: stdcall
int __stdcall foobar(int x, int y, char *foo, char *bar);



Calling conventions: cdecl
int __cdecl foobar(int x, int y, char *foo, char *bar);



Calling conventions: fastcall
int __fastcall foobar(int x, int y, char *foo, char *bar);



Calling conventions: thiscall
class Foo
{
public:

int Bar(int x, int y, char *foo, char *bar);

};



x64 __fastcall calling convention



x64 __fastcall parameter passing
summary



PE/COFF



Introduction to PE/COFF
PE stands for Portable Executable

Microsoft introduced PE in Windows NT 3.1

It originates from Unix COFF

Features dynamic linking, symbol exporting/importing

Can contain Intel, Alpha, MIPS and even .NET MSIL binary code

64-bit version is called PE32+



Get the PE file format specification here!

http://msdn.microsoft.com/en-us/windows/hardware/gg463119.aspx


MZ header
MZ Header

PE Header

.text

…

Imports

Resources



PE header
MZ Header

PE Header

File header

Optional header

Section header []



PE header, continued
MZ Header

PE Header

File header

Optional header

Section header []



PE header, continued
MZ Header

PE Header

File header

Optional header

Section header []



PE header, continued
MZ Header

PE Header

File header

Optional header

Section header []



PE Loading in a nutshell
MZ/PE Header

Section Headers

Section #1

Section #2

…

MZ/PE Header

Section Headers

Section #1

Section #2

…

PE loading process



Importing external symbols
Symbols (functions/data) can be imported from external DLLs

The loader will load external DLLs automatically

All the dependencies are loaded as well

DLLs will be loaded only once

External addresses are written to the Import Address Table (IAT)



Exporting symbols
Symbols can be exported with ordinals, names or both

Ordinals are simple index numbers of symbols

Name is a full ASCII name of the exported symbol

Exports can be forwarded to another DLL
◦ Forwarded symbol’s address points to a name in the exports section



Resources
Resources in PE are similar to an archive

Resource files can be organised into directory trees

The data structure is quite complex but there are tools to handle it

Most common resources:

◦ Icons

◦ Version information

◦ GUI resources



Base Relocation

MZ/PE Header

Section Headers

Section #1

Section #2

…

MZ/PE Header

Section Headers

Section #1

Section #2

…

Preferred
image base

Actual image 
baseRelocation offset



Resources
Intel Developer Manuals:
◦ http://www.intel.com/content/www/us/en/processors/architectures-software-developer-manuals.html

Microsoft PE format specification:
◦ http://msdn.microsoft.com/en-us/windows/hardware/gg463119.aspx

http://www.intel.com/content/www/us/en/processors/architectures-software-developer-manuals.html
http://msdn.microsoft.com/en-us/windows/hardware/gg463119.aspx

