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Mobile Security - Where are we today?

• First mobile malware found in 2004

• Now: 560 viruses, worms and trojan families

• Over 2000 unique infected files

• Targeting the most common platforms

• Things are starting to heat up

• Constant stream of new malware

• For profit malware is dominant

• Banker attacks in several countries
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Typical Mobile Threats in 2011

• Old style Viruses and Worms are almost extinct in Mobile devices nowadays

• Old phones that do not have AV can be infected by Bluetooth worm, but 

those are dying out with the phones

• Typical mobile threat nowadays is after money one way or another

• Mobile Trojans or Worms that try to generate money from victims

• Commercial spying tools that are sold to people who use tools for privacy • Commercial spying tools that are sold to people who use tools for privacy 

violations
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It’s All About Money

• There are already serious attempts to make money with mobile malware

• So far guys doing this are amateurs

• That’s going to change when some of them strike gold

• Monetization methods we have seen so far

• Premium SMS messages

• Premium voice calls• Premium voice calls

• Subscription scams

• Banking attacks

• Ransomware

• Fake applications
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Mobile Malware

• Most mobile malware targets either Chinese or Russian users

• Which makes it a fair assumption that they originate from same countries

• However as we have seen with ZeusMitmo, criminals go where money is

• Malware can be roughly categorized into three groups

• Trivial SMS sending malware

• Usually written in Java, but also native for Symbian and Android• Usually written in Java, but also native for Symbian and Android

• Worms that spread as links over SMS or Email

• Native Symbian, Android or Windows Mobile

• Trojanized applications

• Symbian or Windows Mobile
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Premium SMS senders

• Premium SMS sending trojans are the most numerous of mobile malware

• Typically these are minimal applications with simple social engineering UI

• As premium SMS works only in one country, these trojans are highly localized

• Most that we know of operate in Russia

• Typically trojans are spread with rudimentary social engineering

• As ICQ messages with download/install link• As ICQ messages with download/install link

• Vkontakte (Russian equivalent of facebook)

• SEO spam

• SMS spam

• Facebook spam
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Fakeplayer a Typical Trivial SMS trojan

• Fakeplayer variants are Android trojans that

pretend to be media or porn player application

• On installation Android will ask for permissions

that include sending SMS messages

• Upon start up Fakeplayer sends premium rate messages

to Russian short number, without country code

• Unfortunately just about every Android app asks• Unfortunately just about every Android app asks

for permissions so user will not see anything 

out of place

• When application is run it displays Russian text which

translates as "Wait, sought access to video library..“

• Fakeplayer.B has been spread with SEO techniques

targeting on porn related searches [1]
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Trojanized Applications

• Trivial trojans like Fakeplayer are easily reported by users

• Which means that their lifespan and infection count is rather low

• Most trojans that we have seen lately avoid this by trojanizing real apps

• Typical case of trojanized application is pirated game or other entertainment

• Malware author downloads popular game or other application

• Unpacks the application and inserts trojan payload• Unpacks the application and inserts trojan payload

• Uploads the trojanized version with new vendor ID into third party market

or file sharing forum

• User downloads the trojan like any other application

• Trojan works silently in the background
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Geinimi a Typical Trojanized Application

• Geinimi is a trojan that has been injected into several different applications

• Trojanized apps have been uploaded to third party application markets

• Genimi is a backdoor trojan with following capabilities

• Send location information

• Send IMEI and IMSI information

• Download and prompt user to install application• Download and prompt user to install application

• Send list of installed applications to a server

• Read and send SMS messages

• Send SMS and erase traces

• Send address book to a server

• Launch a web browser with given URL
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Preventing Trojanized Apps

• Trojanized apps are difficult for cursory review, since they are real apps

• The only thing that sets them apart from originals is additional capabilities

• Out of place capabilities are easy to spot

• Why this game is making phone calls or SMS?

• Why this game is accessing user data?

• Things get even trickier when malware writers start to trojanize apps• Things get even trickier when malware writers start to trojanize apps

which already do have required capabilities in original app

• Best protection comes from advanced file analysis and anti-piracy measures

• Look and investigate for nearly identical apps both for piracy and malware
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DroidDream First Major Trojan In Android Market

• DroidDream is a malware that was used in trojanizing 51 applications in 

Google Android Market

• Unlike other trojanized apps DroidDream did not request unusual privileges

• This was done to avoid attention of trivial apps having high privileges

• DroidDream used raceagainstthecage exploit to get root access and then 

could do things without it showing in application installation

• After exploiting the device DroidDream steals user information

• IMEI, IMSI, Model info

• Language, Country, User ID

• In addition of simple information stealing DroidDream is also capable of 

installing arbitrary code from C&C server
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Exploits In Apps

• Exploits are problematic

• The reviewed app does not show any unusual capabilities

• But as soon as exploit is run the app can do whatever it pleases

• Best defense against exploits is AV style binary detections that scan for

known exploit payloads

• However obfuscation will make it difficult to proactively block exploits• However obfuscation will make it difficult to proactively block exploits

• Obfuscation could be detected and banned by itself

• However a lot of applications are copy protected and thus obfuscated

• Since piracy is a problem developers want to obfuscate

• My advice would be not to allow obfuscation and deny obfuscated apps from 

the market

• Most likely this would cause a lot of political problems �
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It’s Not Only The Apps That Exploit

• Both Android and iPhone have had several remote exploits

• Image format parsing errors 

• PDF parsing errors

• Webkit vulnerabilities

• In theory exploits are rather short lived, but users are slow to update

• Sooner or later we will see widely used drive by downloads, just like in PC• Sooner or later we will see widely used drive by downloads, just like in PC

• Some of the Apple jailbreaks have technically been drive by download

• When this will happen is hard to predict

• We were sure that CVE-2010-1797 was going to be used for malware
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What to Do With Exploits

• Good portion of PC based malware use exploits, so we know what to do

• Prevent user from going to known hostile sites

• Can be done with browsing protection

• Harden browser and other external clients against exploits

• Run browser and reader components with minimal permissions

• Exploit shield based content inspection for shellcodes and exploit code• Exploit shield based content inspection for shellcodes and exploit code

• System heuristics and behavioral monitoring

• Detect applications using privileges that they should not have

• Detect applications that are in system without proper install record

• Have scanner to detect dropped files

• The exploit may be hard to detect, but payload is usually rather easy
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Symbian Banking Trojans

• ZeusMitmo is a family of mobile Banker trojans

• Currently affected are Symbian, Windows mobile and Blackberry

• First ZeusMitmo was used by Trojan-Spy:W32/Zbot.PUA and PUB to assist in 

attack against Grupo Santanders authentication system

• Later we have seen attacks in several countries. 

• Poland, Germany, Turkey, Portugal, etc• Poland, Germany, Turkey, Portugal, etc

• Victim banks are using SMS TAN codes for two factor authentication

• So malware author counter this by getting a trojan into phone

• Which sends mTAN messages to C&C number

• Verification mTAN codes will be routed straight to attacker

• Thus allowing attacker to fool two channel authentication

• Originally discovered by David Barroso [4]
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ZeusMitmo Attack

• User gets infected by Zbot by usual means

• Zbot uses form injection to add a question about users mobile phone number 

and model to bank web page

• User enters his model and phone number

• C&C server sends user a SMS message that 

contains download link to a Symbian trojan component

• User downloads and installs a trojan component

• User finishes his transaction without any further interference

• Later attacker logs in with stolen credentials and gets forwarded TAN codes 

to complete authorization checks
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Why Would User Install The Symbian Trojan

• As Zbot is able to inject phone questions into bank web page, user will not 

see anything out of place

• In addition to that the trojan is Symbian signed

• Issuer: Symbian

• Issued to: Mobil Secway

• Vendor info: Nokia• Vendor info: Nokia

• Later variants used  Anuj mobility SA INDIA LIMITED 
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So How Do These Guys Make Profit

• With premium SMS senders and bankers the profit model is obvious

• Some trojanized applications do contain SMS sending code

• And for others such feature could be added as payload

• Banker trojan couple be deployed only to promising targets over C&C

• However most of mobile malware seems to only steal information 

• We are not sure how malware authors turn stolen user info into profit• We are not sure how malware authors turn stolen user info into profit

• Most likely they sell them to advertisers/aggregators as leads

• So far we have seen only couple malware that would use premium rate calls

• But this is most likely to be the next step on malware evolution
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Premium Rate Call Trojans

• Premium rate SMS numbers work only in one country, which limits victims

• What malware authors want is international monetizing methods

• Too bad, there is one already available, and is being used by some authors

• “International premium” rate numbers work from anywhere in the world

• They work by user registering a number from premium rate operators

• After this all calls to this number are treated as international billing from • After this all calls to this number are treated as international billing from 

which the owner of the number will get a cut from a phone call

• What actually happens that call is routed locally, but charge is international level

• Unlike premium SMS messages or other services, there is no way to block 

this unless user blocks international phone calls

• Of course the billing operators are not at fault, from their point of view 

malware authors are abusing their services
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"Short Stopping" / "Long Lining"

Nevada Nevada Nevada Nevada –––– Somalia: $2.55 / minuteSomalia: $2.55 / minuteSomalia: $2.55 / minuteSomalia: $2.55 / minute

Nevada Nevada Nevada Nevada –––– Florida:   $0.03 / minuteFlorida:   $0.03 / minuteFlorida:   $0.03 / minuteFlorida:   $0.03 / minute

Call Terminations

















The numbers

• +882346077 Antarctica

• +17675033611 Dominican republic

• +88213213214 EMSAT satellite prefix

• +25240221601 Somalia

• +2392283261 São Tomé and Príncipe • +2392283261 São Tomé and Príncipe 

• +881842011123 Globalstar satellite prefix



User Is Helpless Against “International” Numbers

• How do you figure out how much such a number costs you?

• How do you figure out who owns the number?

• Where do you complain to?

• How do you get such a number shut down?

• How you can block these numbers without preventing international calls?



Premium Rate Subscription Scams

• Premium rate subscription scams work by getting victim subscribed to service

without them noticing and then starting to bill for services

• Typically these scams work by fooling victim in one time transaction

• Victim thinks that he is ordering ringtone or joining a lottery

• While he actually is subscribed to service that bills until terminated

• Alternative method uses WAP push to make scam easier• Alternative method uses WAP push to make scam easier

• User is sent WAP push link with some social 

engineering pretext

• If user clicks the link, he will get typical mobile 

ad page

• But on the same time server gets his MSIDN and 

subscribes the victim
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Premium Rate Service Scams As Facebook Spam

• We used to see premium rate

scams mostly in SMS

• But now at least one operator

affiliate is using facebook

• Clicking link leads to premium rate

ad page by wixawin.com

• Wixawin displays prices and• Wixawin displays prices and

subscription information

• But less honest players are soon

to follow

• Now that using FB spam is 

upfront and honest by itself
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Fake Applications

• Fake applications are not malware

• They are apps that have no functionality

but are sold for low enough amount

that people don’t bother to complain

• Fake banking applications claim to

provide mobile banking for given bank

• When executed they launch that banks• When executed they launch that banks

own site in browser

• However they could have been easily

used for phishing or a banker trojan attack

• People actually bought these and tried

to use them for banking

• ScaryV.



Banks targeted by "09droid"

Abbey Bank

Alaska USA FCU

Alliance & Leicester (v. 1.1) 

Bank Atlantic

Bank of America

Bank of Queensland 

Barclaycard (v. 1.1) 

Barclays Bank (v. 1.2) 

LloydsTSB

M&I

Mechanics Bank v.1.1 

MFFCU v.1.1 

Midwest

Nationwide (v. 1.1) 

NatWest (v. 1.1)

Navy Federal Credit Union (v. 1.1) 

PNC
Barclays Bank (v. 1.2) 

BB&T

Chase

City Bank Texas

Commerce Bank

Compass Bank

Deutsche Bank

Fifty Third Bank v.1.1 

First Republic Bank v.1.1 

Great Florida Bank

PNC

Royal Bank of Canada 

RBS v.1.1 

SunTrust

TD Bank v.1.1 

US Bank v.1.2 

USAA v.1.1 

Valley Credit Union 

Wachovia Corp (v. 1.2) 

Wells Fargo (v. 1.1) 



Windows SMS and premium call trojans

• Used to be popular with modems, two known modern cases

• Using a GPRS USB dongle modem to send SMS messages

• It would be trivial so send SMS messages or make calls using BT enabled

phone paired with PC

• Nokia PC suite offers easy interface for SMS sending and calls

• Using telephony capabilities to milk more money from user might be• Using telephony capabilities to milk more money from user might be

next botnet standard feature



Spytools

Mobile spying tools are applications that are installed into a smart phone and 

send information out from the phone

• Typical example would be an application that sends all received SMS 

message to a third party without permission from the user

Mobile spying tools are not illegal by itself

• Their vendors claim that they must be used only for legal purposes

• While in reality most of the things that people use these tools are illegal. At 

least in countries that have strong privacy protection laws
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Who Would Use Spy Tools

The same people who use PC based spy tools

• Oppressive spouses and other domestic abuse cases

• Private investigators / divorce attorneys

• Managers monitoring their employees

• Industrial spies

Some vendors sell both PC and mobile spy toolsSome vendors sell both PC and mobile spy tools

• And give discounts if you buy both

• Spy both on your wife’s PC and her mobile phone
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What’s Going To Happen Next?

• Now as some malware authors have made money, blood is in the water

• Most likely authors are going to switch from premium SMS to premium calls

• Next question is that how bad this is going to get

• PC malware explosion started in 2004 when first malware got profit

• It is very likely that we are going to see a lot more activity in mobile front

• Already in 2010 most of the mobile malware was profit motivated• Already in 2010 most of the mobile malware was profit motivated

• And we are going to see a lot more of it
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How To Mitigate Possible Malware Incidents

• Application store review

• Prevent trojanized apps when possible, revoke quick when not

• Browsing protection

• Protects from hostile exploit sites

• Scam, parental, etc content filtering

• SMS/Email Spam filtering• SMS/Email Spam filtering

• Filter out attacks based on social engineering

• File based Anti-Virus

• Fallback when browsing protection and app store review fail

• Behavioral monitoring
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