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Today’s topics

Security indicators
Design guidelines for security
Identity theft & Phishing
Usability of recommendation systems
People, Places, Publications in usable sec



Security
 

indicators

Icons – the lock
The ”s” in https
Address bar colour

Extended Validation

It displays color-coded notifications next to the address bar
in the browser, changing the address bar to green for websites 
bearing the new certificates, indicating the site owner has 
completed extensive identity verification checks.
It will also change the address bar to red
if the user is on a known phishing website.
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http://www.cybertrust.com/

http://cups.cs.cmu.edu/soups


What goes wrong here

Dhamija et al
Users do not notice security indicators!
Too many colours
--> becomes confusing
--> can be easily misused



Phishing
a type of deception designed to steal your 
valuable personal data, such as credit card 
numbers, passwords, account data, or other 
information.
difficult to prevent because it preys on the 
absence of resource identification information 
that is needed for valid trust decisions online
e.g. websites looking almost identical to the 
authentic one

--> prove that you are who you claim to be
= prove that you are innocent = hard



Types of phishing attacks

fake e-mail
nearly identical website + web address
picture-in-picture attacks
social engineering offline



Phishing e-mail 

As scam artists become more sophisticated, 
so do their phishing e-mail messages and 
pop-up windows.

They often include official-looking logos from 
real organizations and other identifying 
information taken directly from legitimate 
Web sites.

The scam artists may place a link in them 
that appears to go to the legitimate Web site 
(1), but it actually takes you to a phony scam 
site (2) or possibly a pop-up window that 
looks exactly like the official site.



Identity
 

theft

fastest-growing white-collar crime in the 
United States. 
It happens when someone uses your name, 
Social Security number, credit card number
or some other piece(s) of your personal
information to apply for a credit card, make
unauthorized purchases, gain access to your
bank accounts or obtain loans under your
name.

http://www.bbbonline.org/idtheft/consumers.asp

http://www.bbbonline.org/idtheft/consumers.asp


Multiple identities, Social networks
users have multiple identities, associated with 
multiple social networks that may not overlap

e.g. colleagues are used for work-related 
information sharing only
Creates a lot of maintenance work
Can cause privacy issues if combined

Users do not often understand the 
repercussions of joining and combining the 
networks

Privacy becomes real only when it’s gone
Immediate goal (socialising) overrides secondary 
goal (security, privacy)



Usability of Recommendation Systems
Recommendations by peers on

films, music, hotels, etc.
How are recommendations used?

Currently, textual info reported most used,
visual info most looked at

Improve by:
..including more information of the recommenders
..enhance visually the important stuff
..allow for combining several pieces of info
..offer all or a part of info?



Yee’s guidelines for usable security



Some
 

people
 

in usable
 

security
Ross Anderson (”usec for laymen”)
Bruce Shneier, www.schneier.com/blog (”usec for 
techs”)
Rachna Dhamija (phishing; usec guru)
Lorrie Faith Cranor (usability of privacy)
Angela Sasse (”usec for HCI&tech”; usec guru)
Ka-Ping Yee (Passpet)
Cynthia Kuo, Adrian Perrig (”usec tech”)
Jean Camp www.ljean.com (social networks)
Rebecca Grinter (home networking & usec)
Jacob Nielsen & Donald Norman (usability for all)

http://www.schneier.com/blog


Places
 

for usable
 

security

SOUPS http://cups.cs.cmu.edu/soups
USEC http://usablesecurity.com
ACM SIGCHI http://www.sigchi.org/

Also:
USENIX Security
IEEE Security and Privacy
Financial Cryptography (FC) conference
etc.

http://cups.cs.cmu.edu/soups
http://usablesecurity.com/
http://www.sigchi.org/


Publications

No specialized journal in USEC…yet

CACM
interactions
IEEE Security and Privacy
IEEE Technology
ACM Transactions (various)
User Experience magazine by UPA
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