T-110.5220 Information
Security and Usability

First assignment + Privacy lecture

12.2.2010 © Kristiina Karvonen



First assignment — analyse
trust ingredients of 6 websites

DL Friday 26.2.2010
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‘ Analyse and the trust ingredients on the
following 3 web site pairs:

1) Shop
http://www.cduniverse.com/
http://www.deepdiscount.com/

2) News
http://news.yahoo.com/
http://www.nytimes.com/

3) Entertainment for children
http://disney.go.com/index
http://www.lego.com/en-US/default.aspx
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Instructions

Use the material and the linked material provided on
the lectures

Additional material can naturally be used as well

Compare and analyse the paired sites on their trust
elements

Max 6 pages essay on the topic.

DL 26.2.2010

o email with subject field "T-110.5220 2010 First assignment”
to kristiina.karvonen@hiit.fi
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Privacy and publicity
- a changing world?

T-110.5220 Information Security and
Usability
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Facebook Privacy Complaint _ security
Ignites War of Words

JR Raphael, PC World 0 =
Dec 18, 2009 12:35 am

A high-profile electronic privacy group filed a federal
complaint against Facebook on Thursday -- and now,
Facebook is lashing
back.

facebook

The Electronic Privacy
Information Center
(EPIC) called upon the
Federal Trade Commission to investigate Facebook's
recent changes to its users' privacy options. The
changes, rolled out earlier this month, hawve been
criticized by some for opening Up presiously masked
personal details to the public eye.
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"These changes wiolate user expectations, diminish
user privacy, and contradict Facebook's own
representations " EPIC's complaint (FOF) alleges.
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December 09, 2009 1:30 PM
Facebook Simplifies Privacy Options

By Juan Carlos Perez, IDM; News

Service

& Frint &3 Digg g Twitter [ Facebook g Mare. .

Following through on plans announced a few months ago, Facebook is rolling out changes
on Wednesday to its privacy settings intended to make therm simpler to adjust and
understand by its 350 million end users.
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In addition to consolidating sorme privacy options and
grouping them in a single interface, Facehook will also
provide new tools designed to walk end users through the
settings.

Also, Facebook users will now be ahle to establish a
privacy setting for every item they post on the site via a
drop-cown menu.

"We beliewve people should hawve the ability to share
infarmation with only the people they want. YWe also beligwe
the best time to make this decision is at the very maoment
the person is sharing something, not months or even years
hefore an a settings page far away " said Elliot Schrage,
Facebook's vice president of communications, public policy
and marketing, in a press conference. "We want to make
privacy something that is considered in context of what's
being shared, so that users have more control every step
of the way "
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Google buzz ‘

Go beyond status messages
Share updates, photos, videos, and maore.

Start conversations about the things you find interesting.

Try Buzz in Gmail ) Wyatch a video

AT No setup needed
& Adtomatically follow the people you email and
chat with the most in Gmail.

% Share publicly or privately

Fublish your ideas to the warld or just to your
closest friends.

Inbox integration
Comments get sent right to vour inbox o it's
easy to keep the corversation going.

<

Photo friendly

See thumbnails with each post, and browse
full-screen photos from popular sites.
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Connect sites you already use
Irnport your stuff frorm Twitter, Picasa, Flickr,
and Google Header.
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See updates in real time

MNew posts and camments pap in as thay
happen. Mo refresh required.

)

Just the good stuff

Buzz recommends interesting posts and weeds
out ones you're likely to skip.

N

Buzz from your phone
See buzz around you and tag
posts with your location.

Faint your phone's browser to:
buzz google.com

Get Buzz on your phone .
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Google Buzz: Privacy nigh

by Mally Wiood

@& Share A 79 comments

| know same of the technorati are losing their minds over the awesomeness that is Google Buzz, hut | think that
Google's making a lot of Facebook's privacy and opt-in mistakes right out of the gate, and it's going to bite it
big-time, if it doesnt M it pronto.

|, for one, have already opted out of the entire endeavor.

O Molly Wood
| -

® Myailable (only vzivls 1o

POUT st blidtes)

Thoze zeven people are really important to me. That's why | turned this thing off.

See, | love the idea of neat new tech innovations that lead to streamlined cammunication, real-time updating,
in-line video and photo posting, and supersimple friend and contact integration. | do nod, however, like a product
that bursts through my door like a tornadao and opts me in to wanton in-box clutter and spam (or, mare precisely,
bacn) publicly reveals my personal contact listwithout asking me, threatens to broadeast my e-mail address
amytime someone wants to @ me in a Buzz, and even appears to grab photaos off my Android phaone that Ive never
nlagdied,

That, right there, is had behaviar, and given all the hue and cry ahout Facebook’s inexorable attempts to expose
everything about its users to the entire world, Google ought to know better.

Seriously, Google, Would it have Killed you to add a"configure” step to this process?

Wihen you wisit Google Buzz, you're invited to "Try Buzz in Gmail " with "no setup needed " But the no-setup thing
isn'tthe honus you might be led to believa.

First, you automatically follow everyone in your Gmail contact list, and that information is publicly availahle in your
profile, by default, to everyana whao visits your profile. [t's available with helpful "follow” links too--wow, you can
expand your Buz network so fast by harvesting the personal contact lists of other peoplel

To hide the list of followers/followees from your profile page, you have to click Edit Profile and uncheck the bosx
next to Display the list of people I'm following and people fallowing me. Why that aption isnt obvious an the Buzz
page itgel-well, decide for yourself,

Ontap of that, let's say you've customized your Google profile page with the vanity URL Gaogle helpfully offers at
the hottorn of the page. Well, that'd be your e-mail handle, Anytime anyone does an @ reply to you, they'e
broadcastyour e-mail address to the waorld.

Mo, | knowy Grmail is in fairly wide use in business environments, but it's alzo most commaonly uged for persanal
e-mail. We'e gotten comfortahle with handing out usernames of all stripes across social netwarks, but the
personal e-mail address used to be somewhat sacred--until Google Buzz came along.

Flus, and mayhe this is specious, but it really hugged me: when | enabled Google Buzz, itwas using a photo aon
rmy personal Buzz page (not my profile ar anything that I'd taken on my Draid but hadn't ever uploaded. Why? And
why that photo? And--what? That's just creepy as hell.
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Facebook CEO Challenges
the Social Norm of Privacy

lan Paul
Jan 1, 2010 8:03 pm

Lost in the flurry of products announcements at last
week's Consumer Electronics Show was Facebook CEQ

aspects of privacy are a thing of the past. The
Facebook founder's
comments were part of
an interview with
TechCrunch's Michagl
Arrington during last
week's Crunchie awards
presentation.

CED Mark Zuckerberg "PEDpIE e I’EEIII'g,r'

gotten comfortable not
onlky sharing more information and different kinds, but
mare openly and with more people. That social norm is
just something that's evolved ower time " Zuckerberg
said. "We view it a5 our rale in the systern to constantly
bie innowvating and be updating what our system is to
reflect what the current social narms are " Zuckerberg
then pointed to Facebook's recent privacy policy

default as an example of the social network's
willingness to reflect "current social norms "

But Zuckerberg's belief that Facebook's latest privacy
policy is what people want ignores the fact that privacy
concerns have continually dogoed Facebook. The
company has been accused on several occasions of
not being in step with the needs and privacy concerns
of its users. With that in mind, let's revisit some of
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Butit's less creepy than the mobile privacy. | 'will say, thank goodness, at least Google Buzz doesn't optyou into
this creepiest feature of all: revealing your location by exact address. When you first wisit the mobile app anyour
Android phone and atternpt to post samething, you'll be asked whether you want to Share Location ar Decline. The
"Remember this Preference” hox is prechecked too, 50 he sure you're ready to have everyone knows right where
wou are, wheneyer you postto Buzz, At minimum, uncheck the Remember button =0 you can decide whether to
reveal your location post by post.

Molly Wood - Mobile - Fublic
Testing the terifying location-shanng feature, Delele

T
-

¥ 72 Tehama 5i

Ban Francisco, CA - Show map
Mo offense, but please don't come visit me.

I'm sure that a lot of Foursquare fans will happily share away, But Buzz also displays buzzes from people near
yvour location-—-and identifies them, as well--hy exact address. And there are no preferences in the Android app--no
way, near as | can tell-to choose to broadeast anly ta the list of people you fallow ar a group youve established,
asyou can in the Weh interface. So he equally prepared for everyone around you to know who you are and where
wou arewhen you post to Buzz from yvour phone. Yeah, nao, really. I'm totally not making this up.

Mowy, before you getyour angry Buzz an, yes. | knowe. | know | can unfollow people to protect their privacy {and
mine). | knowy | can use an annoying string of numbers instead of my username to protect my e-mail address. |
know | don't have to enable location awareness. | know | can, as | mentioned, post privately and not publicly. But
none ofthat is the default, meaning thatwhen | sign up for Google Buzz, assuming that | even knowe that this
massive overshare is aboutto happen, afiof those "features” will have to be turned off, one by one, in a confusing
and vaguely annoying interface, and | can't do it on rmy phone. And that is crap.

| know Google's modus aperandiis that it is coming to us fram the future--the future where there are no
applications, there is only the Web, there's no need for printer drivers, and there's no expectation of privacy
when it comes totaking pictures ofvour house for all to see, or you scratching your hum on the street. And weow,
wihat & brave new world that is.

But | do have an expectation of privacy wwhen it comes to my e-mail, and | think that even in this age of social-
netwarking TMI, most people still think of e-mail as a safe place for speaking privately with friends and family. And
for Google to come along and broadeast that netwaork to the world without asking first-and force you to turn it off
after the fact-is, | think, both shocking and unacceptable.

Iwiill nat re-enable or recammend Gaogle Buzz until it has a hrand-spanking-new configuration screen at start-up,
with yes nrnn nptinns like, "amtnmatically followe all contacts?" and "display list nf people ' follnsdng and whn
follaw me?™ and "use e-mail handle as Google Buzz username?™ as well as privacy options in the mabile
interface that include "hroadeast to nearby users?

And Pwouldnt mind one that lets me opt out of Buzz pulting aif that crag Inomy in-box, too, Without that, | think that
only the sawiest or least puhlic of users should even bother to play with Google Buzz {which, let's be honest, is a
redundant and limited thing, anyway, and relies an everyone inyour life using Gmail, which, really, is kind of a lot
to ask, especially when we already have Facehoaok).

consumer electronic products to hitthe market, as well as commentary an the stories and

develapment that she thinks are truly buzz-warthy. She is also co-host of Buzz Out Loud, CHET's

"nodcast of indeterminate length," which entertains listeners with a funny and skeptical take on the
day's technology news. Her other podcast, Gadgettes, is proofthat girls can be geeks too.

A5 host of the Buzz Reportvideo series, Mally provides a fresh and funny perspective on the latest
@
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Google wins Street View privacy suit
B B Fort size [, Print E-mail G Share 3 39 commerts

by Stesen Musil

A couple in Pittsburgh whose lawsuit claimed that Street View on Google Maps is a reckless invasion of

their privacy lost their case. ?32
digg=s
Aaran and Christine Baring sued the Internet search giant [ast April, alleging that Google "significantly digg it

disregarded (theiry privacy interests" when Street View cameras captured images of their house heyond

signs marked "private road " The couple claimed in their five-count lawsuit that finding their home clearly visible on
Google's Street Yiew caused them "mental suffering” and diluted their home walue. They sought maore than
F25.000i0in damanges and asked that the images oftheir home be taken off the site and destroyved.

Howeyer, the LS, District Court farWestern Pennsylvania wasntimpressed by [

the suit and dismissed it (FOF) Tuesday, saving the Borings "failed to state a GO (_)8 e

claim under any count.” Ma

B =

Ironically, the Borings suhjected themselves to even mare public exposure by filing the lawsait, which included
their home address. In addition, the Allegheny County's Office of Property Assessments included a photo of the
home on its YWeh site.

The Borings are not alone in theirire toward the Google Maps feature. As reported earlier, residents in California's
Humboldt County complained that the drivers who are hired to callect the images are disregarding private
property signs and driving up private roads. In January, a private Minnesota commuonity near 5t Paul, unhappy
that images of its streets and homes appeared an the site, demanded Google remove the images, which the
company did.

Howewer, Google claims to be legally allowed to photograph on private roads, arguing that privacy no longer exists
in this age of satellite and aerial imagery.

"Today's satellite-image technology means that. .complete privacy does not exist," Google zaid in its response
to the Borings' complaint

Mot long after the feature launched in May 2007, privacy advocates criticized Google for displaying photographs
thatincluded people's faces and car license plates. And last May, the company announced that it had bhegun
testing face-blurring technology forthe service.

Steven Musil is the night news editor at CHET Mews. Before joining CHMET Mews in 2000, Steven
spent 10 years atvarious Bay Area newspapers. E-mail Steven.
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Google-kuvista rikostutkinta:
Vahapukeinen mies ndkyi pihalla

11.2.2010 16:25 | Pavitetty: 11.2.2010 16:47 Al

31T

Googlen katundkymapalvelusta on aloitettu Suomessa tiettavast
Ensimmainen rikostutkinta. Raahen polisi tutkii, onko katunakyman
kuvaarmisen yhteydessa syyllistythy salakatseluun ja yksiniseldmas
loukkaavan tiedon levitdmiseen.

Googlen pakelusta Gyt kuva, jossa vahissd vaatteissa rivitalon
takapihalla kayskentelewaa miesta oli kuwvattu kesalla aidan takaa. Mies e
ollut tienmyt kuvaustapahturnasta mitdan.

Jutun tutkinnanjohtaja rikoskomisario Hannu Mensonen kertoi STT: e,
etta kuva on julkaistu tiedotuswvalineissa. Paliisi otti mieheen yhteytta
kurvan tultua julkisuuteen.

Rikoslaissa salakatselusta ja yksityiselamas loukkaavaan tiedon
levittAmisestd saa sakkoja tai enintadn vuoden vankeutta.

Google avasi katunakymapalvelunsa vuonna 2007 Yhtidin mukaan
palvelu on tarkoitettu [Ahinnd matkailijoile, jotka ovat kinnostuneet
matkakohteensa nakymista.

Lisdd aiheesta:
b Go0gle poisti verkossa levinneita katukuviaan 1oz 1047
b Sooglen Katukuvat houkuttivat verkkobongareita 1oz 014

» Google kuvaa verkkoon tarkkoja katundkymid Suomesta 1642000
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Privacy 1s dead?

“Google claims to be legally allowed to photograph on private
roads, arguing that prlvacy no longer exists in this age of satellite
and aerial Imagery.

"Today's satellite-image technology means that...complete
privacy does not exist," Google said in its response to the
Borings' complaint
"People have really gotten comfortable not only sharing more
Information and different kinds, but more openly and with more
people. That social norm is just something that's evolved over
time," Zuckerberg said.

"We view it as our role in the system to constantly be innovating
and be updating what our system is to reflect what the current
social norms are." Zuckerberg then pointed to Facebook's recent
privacy policy change that made user's key information open by
default as an example of the soual network's willingness to
reflect "current social norms."
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If we have new social norms for privacy,
what’s all the fuss about, then??
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Privacy awareness

The thing about privacy,

Users only realise its importance, once it’s gone.

And, well (this is awkward), then it is, you know, gone.
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(Trust, privacy) + Internet=?

Trust Is needed for all transactions of

money
private information
social interactions

No trust =2 no transactions
o No Privacy = ?

Trust and privacy may be dealt with
differently from the technological point-of-

view
But the users see them as interrelated
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What 1s “privacy’’?

Is It a state, a place, defined and experienced
INn time, or something quite different?

Different thing for different
0 Societies

o Cultures

o Organizations
o Groups

o Individuals
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Privacy 1s by nature..

Social — what to tell whom when
Subijective — what is private to me
Feeling — not entirely rational or explicit

Based on information — shared or withheld
An attitude — trusting or distrusting

Not a goal in itself — just like security.
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Privacy 1s also..

Contextual
o Bound to a specific situation.

Nuanced
o lrrational, unconscious, implicit, emotional,
o hard to put into words

...and usually you won’t even have to.
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..except of course, when something goes
terribly wrong
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soogle tweaks Buzz privacy settings

Tom Krazit

A QA = Print [ E-mail 9% Share B 158 comments
244 [ 2
How do you want to appear to others? X

Profile preview - Edit

% Ted Taco

Ted has 12 followers
Your profie indudes your rema, pholo, peopls you foliow, and peope
o folow you

Ted is (oflowing 19

¥ Show the list of people I'm following and the list of people followlng me on h More visible
my public profile - View and edit the people you follow option to not show

Before participating in Buzz, you need a public profile with your name and photo. It's wyour connections
visible on the web so friends can find and recegnize you. You can post publicly to on your profile

the world or privately to only the people you choose. Why do | need a profile?

Save profile and continue | Cancel, donl post

Google novwe azks wvery explicitly it you wart to share your Buzz followers with the world upon setting up an
account.
[Credi: Google)

Google announced some changes to Google Buzz late Thursday that showe it has belatedly recognized the
hacklash aver privacy cancerns with the new senice.

Early users of Google Buzz have found the settings wvery complicated, especially the ones that pertain to privacy. In
a hlog post Thursday, Goodle said it built privacy cantrals into Goodle Buzz from Day 1 bt acknowledged the
mast strident criticism--that Gaoogle made if difficult to make ane's list of followers private--in tweaking the set-up
process forthe new sacial-netwarking service.

" we heard from people that the checkhox for choosing not to display this information was too hard to find, and

hased on this feedhack, we've changed the notice to make it very clear" the company said an its Gmail blag, "We
wiill roll these changes outto all Gmail users later today”

Py Listz

* ad Feadback

Most Popular

Feds push for tracking cell phones

K n N =V A
Feds push for tracking cell phones

Justice Department is e
to tell federal appeals ci
first case ofits kind, that
wearrant is required to ot
previous location data.

Google eyes ultrafast broadband to the b

loggin | jo
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In real world, usets..

have very complex and refined relationships
with eachother, and they can handle it quite
well.

have a need to present a "face” to others.

o Telling only partial truth

expect things and people behave as usual, In
the "normal” way.

o If not, they get quite bothered.
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In the Internet,

the complexity of social relationships that is
so easy In real life, becomes explicit and
needs a lot of managing

the possibility to lie or tell only a partial truth

may disappear (e.g. location tracking), which
leads to awkward situations

the guy who forgot to turn the location tracker off

It may be hard to detect who iIs behaving well,
or, normal

(what's "normal” in the Internet anyway?)
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Detinitions tor privacy

"The ability of individuals to control the terms
under which their personal information is
acquired and used”

"Individuals’ capabillities in a particular social
situation to control what they consider to be
personal data”

“The ability and/or right to protect one’s
personal secrets. It extends to the abllity
and/or right to prevent invasions of one’s
personal space”

12.2.2010 © Kristiina Karvonen



4 key issues for privacy

mpenetrability
o "being free from unwanted intrusion"

Exclusion
o "being alone”

Restriction

0 "being able to limit access to information about
oneself"

Control
o "having control over information about oneself"
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Privacy is..

all about control:

= protecting secrecy of information by
controlling access to it

What information?
Access to what?
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Dick Hardt | Founder & CEO, Sxip
Identity

= http://identity20.com/media/OSCONZ2005/
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Identity

Private information = makes up your identity
What Is digital identity?

Threats to privacy

o ldentity theft

What Is considered private may vary

(but maybe not to the extent Zuckerberg
claims, right?)

12.2.2010 © Kristiina Karvonen



Individual differences: privacy level

Marginalists

& N,

Varying demands for level of privacy
and expressions of privacy No |
- different demands for privacy Ul COMPTOMISES
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Individual differences: types ot concerns

Different types of concerns

o Unauthorized access to my data

o Reuse of my personal data

o Enclosing my data to third parties

o What kind of data about me is saved?
o Are they building a profile of me?

o Can | correct the errors?

o Can | withdraw any information?
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In practice..

How effectively can user protect information
that is considered private?

Concerns risk, Its perception, and its
management.

o What are seen as risks?

o How well can users see the conseqguences of their
actions?

o What makes users feel safe

It'sS a mess.
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What about Legal privacy protection
(“tietosuoja’)?
Basic right that guarantees privacy for an

Individual citizen

= (personal) information about and individual
IS not available to unauthorised subjects

In the background is an implicit assumption of
the existence of privacy-enhancing
technologies
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What does it include?

The personality protection for an individual
iIncludes privacy as

territory

Intimacy

self-portrait and identity

egal capacity

orinciples of transparency and secrecy
publicity of judicial proceedings

publicity and concealment of public documents

CcC 0O 0 o0 0 0 O

12.2.2010 © Kiristiina Karvone n



How binding s it?

Legal intervention and regulation is desirable
for users
However, legislation that cannot be enforced

should not exist
-> gives wrong type of assurance
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“The Holy Trinity of the Internet”

1. Nature of the media
2. Geographically dispersed
3. Nature of the contents

Seen as effectively preventing the ideal
privacy from happening in the online world

But it should be attempted anyway.
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How to get information about and manage
online privacy?

= Privacy statements and claims
= Tools for privacy
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Microsoft Online Privacy Notice Highlights

(last updated January 200&)

-

._ This notice provides highlights of the full Microsoft Online Privacy Staternent, This notice and
the full privacy staternent apply to those Microsoft websites and services that display or link to
this notice,

» When you register for certain Microsoft services, we will ask ® You can stop the delivery of promotional e-mail from a
yioul to provide personal infarmation. Microsaft site ar service by following the instructions in the

» The information we collect may be combined with E-mial you receive.
information obtained from other Microsoft services and » To make proactive choices about how we communicate
other corpanies, with you, follow the instructions listed in the

= We use cookies and other technologies to keep track of Cornrmunication Preferences of the full privacy staterment.
your interactions with our sites and services to offer a » To view and edit your personal information, go to the
persondlized experience, access section of the full privacy staternent.

Uses of Information Additional Details Important Information

® W yse the information we collect to provide the services m The full Microsoft Online Privacy Staternent contains links to
you request, Our services may include the display of supplementary information about specific Microsoft sites or
personalized content and advertising, services,

= e Lse your information toinform you of other products or ® The sign in credentials (e-mail address and password) used
services offered by Microsoft and its affliates, and to send to sign in to most Microsoft sites and services are part of
yioul relevant survey invitations related to Microsoft services. the Microsoft Passport Metwaork,

= e do not sell, rent, or lease our custommer lists to third ® For more information on how to help protect your personal

cormputer, your personal information and your farmily online,

parties. In order to help provide our services, we
occasionally provide information to other companies that wisit our online safety resources,
work on our behalf,

How to Contact Us

For more information about our privacy practices, go to the full
Microsoft Online Privacy Staternent, O write us using our Web
form,

Microsoft is @ TRUSTe licensee and you may contact TRUSTe if a
privacy question is not properly addressed.

Microsoft Privacy, Microsoft Corporation
Cne Microsoft Way
Redmond, Wwa 93052
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Microsoft Online Privacy Statement

(last updated: January 20087
wigw the privacy notice highlights

Supplemental Privacy

Qﬂro Microsoft is committed to protecting your privacy, Please read the Microsoft Information
2rline Privacy Staternent below and also any supplermental information isted = [Maps & Yirtual Earth
R "‘* to the right for additional details about particular Microsoft sites and services o MI_ESSEHEIEF
Epy ¥ that wou may use, ® [Wicrosoft Passport Metwork
= [MSH Sites & Services
This Microsoft Online Privacy Staternent applies to data collected by Microsoft = [MSH Premium Software

through the majority of its Web sites and services, as well as its offine product support services, = MWicrosoft Office Live

It does not apply o those Microsoft sites, services and products that do not display or link to = Ciffice Cnline

this staternent or that have their own privacy staternents, " SUpport Services
= Windows Live

Collection of Your Personal Information = Windowshkedia.com
= Windows CneCare

In order to access some Microsoft services, you will be asked to sign in with an e-mail address = ¥hox

and password, which we refer to as vour credentials, In most cases, these credentials will be Related Links

part of the Microsoft Passport Metwork, which means you can use the same credentials to sign = Securit at Horme

N to many different Microsoft sites and services, as well as those of select Microzoft partners. By = Trustworthy Computing

signing in an one Microsoft site ar service, you may be automatically signed into other Microsoft ® FTC Privacy Initiatives

sites and services, If you access our services via a mobile phone, you may also use your

telephone number and a PIM as an alternative credential to vour username and password, &s

part of creating your credentials, you may also be requested to provide questions and secret answers, which we use to help verify vour
identity and assist in resetting your password, as wel as an alternate emal address, Some services may reguire added security, and in
these cazes, you may be asked to create an additional security key, Finally, a unique ID nummber will be assigned to your credentials which
will be Lsed toidentify your credentials and associated information,

&t sorme Microsoft sites, we ask you to provide personal information, such as your e-mail address, name, horme or work address or
telephone nurmber, We may also collect demographic information, such as your ZIP code, age, gender, preferences, interests and
favorites, If you chioose to make a purchase o sign up for a paid subscription service, we will ask for additional information, such as your
credit card number and biling address, that is used to create a Microsoft biling account,

We may collect information about your visit, including the pages vou view, the links you click and other actions taken in connection with
Microsoft sites and services, We also collect certain standard informnation that your browser sends to every website you visit, such as your
IP address, browser type and language, access times and referring wWeb site addresses.,

When you receive neswsletters or promotional e-mail from Microsoft, we may use web beacons (described below ), custormized links or
similar technologies to determine whether the e-mail has been opened and which links you click in order to provide you rore focused
g-mail cormrunications or other information,

In order to offer you a more consistent and personalized experience in yowr interactions with Microsoft, information collected through one
Microsoft service may be combined with information obtained through other Microsoft services, We may also supplerment the information
we collect with information obtained from other companies, For example, we may use services from other companies that enable us to
derive a general geographic area based on your IP address in order to customize certain services to your geographic area,



Horme

About Google

Privacy Highlights
Privacy Policy

Privacy FAQ

Terms of Serice

hlare privacy info:
= 30 Warehouse

= Desktop
= Documents &

Spreadsheets

= Grmail

= Groups

- Orkut

= Parsonalized Homepage

= Personalized Search
= Store

- Talk

= Toolhar for |E

= Toolbar for Firefox

= Video Player
= YWeb Accelerator

Find or this site:

GOL)S[@ Google Privacy Center

Google Privacy Policy Highlights

October 14, 2005

At Google we recognize that privacy is important. This document outlines the types of personal infarmation we receive and collect when you use Google's services, as well as
some of the steps we take to safeguard information. YWe hope this will help you make an informed decision about sharing personal information with us.

Scope

This notice offers highlights of the full Google Privacy Palicy, which describes in detail the privacy practices that apply to Google's products, senices and websites warldwide
{collectively, Gongle's "services"). ¥ou can also get more information about the privacy practices for specific Google services in the navigation bar to the left of this notice.

Personal information and other data we collect

-

Uses

LK B N

-

Google collects personal information when you register for a Google service or otherwise voluntarily provide such information. We may combine personal information
collected fram you with information from other Google services or third parties to provide a better user experience, including customizing content for you.

Google uses cookies and other technologies to enhance your online experience and to learn about how you use Google services in order to improve the quality of our
senices.

Google's servers automatically record information when you visit our website or use some of our products, including the URL, IP address, browser type and language,
and the date and time of your request.

Read mare in the full privacy palicy.

We may use personal information to provide the serices youe requested, including services that display customized content and advertising.

We may also use personal information for auditing, research and analysis to operate and improve Google technologies and semvices.

We may share aggregated non-personal information with third parties outside of Google.

YWhen we use third parties to assist us in processing your personal information, we require that they comply with our Privacy Policy and any other appropriate
confidentiality and security measures.

We may also share infarmation with third parties in limited circumstances, including when complying with legal process, preventing fraud or imminent harm, and
ensuring the security of our network and services.

Google processes personal information on our servers in the United States of America and in other countries. In some cases, we process personal information on a
server outside your own country.

Read mare in the full privacy policy.

Your choices

-

-

We offer you choices when we ask for personal information, whenever reasonably possible. You can find maore information about your choices in the privacy notices or
FAQs for specific services.

You may decline to provide personal information to us andfor refuse cookies in your browser, although some of our features or serices may not function properly as a
result.

We make good faith efforts to provide you access to your personal information upon request and to let you correct such data if it is inaccurate and delete it, when
reasonably possible.

Read mare in the full privacy policy.

More information

For infarmation about specific Google services, please check the relevant privacy notice in the navigation bar to the left. Google is a member of the ELAUS Safe Harbor
Prooram
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Nordeum

About Nordea

Contact Mordea

Lacal infarrmation
Finland

Conations

-

i To Methank I Suomeksi I Piswenska f Contact “1-5-: Sitemap | [{=h Print

Handling of personal information

Mordea Bank Finland Plc handles all personal infarmation it collects
according to the Finnish Personal Data Act and the legizlation on credit
institutions and in keeping with bank zecrecy and privacy protection,
Personal infarmation is handled and collected for the aperations and
zervices of the bank, Information iz collacted from persons registered
in the bank's custorner register or their representatives, from public
renisters keot hu the authaorities. and from credit informmation renisters,

-8 2 [] http:/jwww.nordea. fifsitemod/uploadjroot ffi_orgfapps/engfinfo jpdf rekisteriseloste, pdf v ® e [GL -8 X
Bl seveacony (et (B Emal @ Scarch - ] = Review & Comment - ZS\gn o
@ | [sonares - @) @ - 1 [I[0]® =% - © 103 0
|
-

l Pages ‘I Layers\l Signatures \l Bookmarks

! Comments

W
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Nordea Bank Finland Plc

1. CONTROLLER

2. REPRESENTATIVE
OF THE CONTROLLER

3. NAME OF THE
PERSONAL DATA FILE

4. PURPOSE OF THE
PROCESSING OF
PERSONAL DATA

5. THE GROUPS OF
DATA SUBJECTS

as provided by the Finnish Personal Data Act

- to conduct tasks and services related to the operations of a credit
institution;

- to use personal data for direct marketing; and

- to attend to the storage and reporting duties and the duty to disclose
information as required by the legislation and the orders and regulations
given by the authorities.

The data subject’s relation to the controller:

A) The data subject is or has been a customer of the controller, or applies
or has annlied for e a an arcniint credit service anoreement or nther

Description of file

Nordea Bank Finland Plc and the companies in the same consolidation
group

Aleksanterinkatu 36, 00020 NORDEA

Tel. 0200 3000 (Finnish) and 0200 5000 (Swedish)

Visiting address: Aleksanterinkatu 36, 00100 Helsinki

Kaisu Terkki, Jaana Hildén

Konserni-Asteri

The purpose of the processing of personal data is:

|«



How to get information about privacy?

= Privacy statements and claims
= Tools for privacy
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Anonymizere

Trusted / Proven / Secure

Support r." Login

Consumer Government Enterprize

Welcome to Anonyrnizer - complete online identity protection solutions.

Anonymous Surfing”

Your confidential information on lock-down.

=

= Safe Online ?:ﬁﬁl g
» Secure Internet Banking
* Phishing & Pharming Alerts

* Wireless PC Security

Total Net Shield™

Encrypts tranzmissions
to and from your
computer to shield you
from the most
sophisticated methods of
online spying.

Learn mare.

»  Buy Mowe only $99.95

Anonymizer Nyms™

e ?{E HEW! &nonymizer
4 ﬁrﬂ MNymzs™ protects your
ﬁ perzonal email address

and your idertity with

dizpozable, anonymous
I email addreszes.

Learn moare.

= Buy Mowe only $29.99

Anti-Spyware™

-F-P."'E!ﬂ

HEW! &nonymizer
Anti-Spyware™ stops
spyware before it
dowvynloads to your PC.
Easy scan, delete, and
white list toals.

Learn mare.

= Buy Mowe only $29.95




computer to shield you — personal email address

. spyware hefore it
from the most u"’ B and your identity with g dowvnloads to your PC.
zophizticated methods of dizpozable, anonymous Eazy zcan, delete, and

L QA T A Ti H'_ " 5" My FODLE LS Y ? W Lo LN A ikl S0 = (= L=

online spying. e I email addreszes. r —_— I white list tools.

Learn mare. ﬂ:—-" s Learn mare. o I_ - Learn mare.

#  Buy Mow only F39.95 »  Buy Mow only $29.99 B Buy Mow only $29.95
» Press and News = Customer Support = Free Trials
Ananymizer Pravides ldentity Protection Software Readyto order? Have questions? Contact us! Mow download our free trials of Anonymizer
Thraugh HP Security Solutions Center In LIS (888 270-0141 Anonymaus Surfing™, Anonymizer
{December 4, 2008) Outside US: (358) 866-1300 Anti-Spyweare™  and Anonymizer Digital Shredder

Lite™ and the new Anonymizer Myms email

Ananymizer Pratects Personal Email Accounts Have questions about Enterprise or Government protection software, in one convenient download.
against Sparm with Mew Anonymous, Disposable solutions? Contact Enterprise or Governrment Learn More
Ernail Service Support.

[Detober 10, 2008)

Identity protection has become increasingly important. The FTC estimated that close to 10 million people in the Uz were victims of identity theft last yvear. Your personal infarmation can be
stalen through online spying. In fact, 9 out of 10 computers are infected with spyware, making it critical for people to use anti spyware protection. While youw are surfing the Internet, your
surfing activity and your keyvstrokes can be monitored by spywvare. To presvernt this kind of sttack on your privacy, choose an anti spyweare solution that swill provide identity protection.
Ananymizer anti spyware enfarces identity protection and gives you peace of mind when surfing the Internet.

Ananymizer iz the leader in anonymous sveb surfing solutions and alzo offers free anonymous surfing. Like most people, vou may not understand the impodtance of anti spyware and
ananymaus surfing programs that protect your online identity. If you don't use an anonymous sweb surfing solution, your online activities can be tracked. With aur anonymous surfing
prograim, your web surfing iz kept private and secure with anonymous proxy servers, Anonymizer Anonymous Surfing cambines thousands of private anonymous proxy servers with
128-bit =51 technalogy, the most zecure form of encryption available, to ensure the highest level of protection and anonymity . Anonymous Surfing alzo protects uzers against pharming and
phishing scams.

When you use Anonymizer's anonymous proxy network, your web activity and anonymity are secured. Cur Anonymous Surfing program wtilizes anonymous proxy servers, which hide your
online identity, IP addrezs, web stes you vist, and any ather information you transmit. Anonymizer's anti spyeseare solution and Anomymous Surfing star automatically when you start up
wour PCrun silertly in the background, and do not slose dossen your Internet connection.

For additional information please visit the follovwing pages: Anonymous Surfing, Anti Spywvare | Hiding our P Address

Store Locator | Contact Lls | Other Links | Terms of Use | Privacy Policy | Uinsubscribe | Affiliate Program

T Aoonymizer, Inc. Al rghts reserved. Nyms, Anonymous Surfing, Total Met Shield, Total Piwacy, Digital Shredder, and Anti- Spyware are trademarks or registered trademark= of Anonymizer, Inc. Al other products are property o
espective owners.




How to get information about privacy?

Privacy statements and claims
o Hard to understand, looooong and full of jargon

Tools for privacy

o E.g. Anonymizer
The free software only anonymizes web browsing
...not usage of email, chat, or other services.

o P3P
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WSrN Platform for Prwaqr Preferences Technology and Scmety
- domain

PLATFORM FOR PRIVACY PREFERENCES (P3P) PROJECT

Enabling smarter Privacy Tools for the Web

STATUS: P3P WORK SUSPENDED e DOCUMENTS
After a successful Last Call, the PEP Working Group decided to publish the P3P 1.1 Specification as a P3P 1.1:
Wiorking Group Mote to give P3P 1.1 a provisionally final state, e
The P3P Specification Working Group took this step as there was insufficient support from current Browser m Final P3P 1.
implementers for the implementation of P3P 1.1, The P3P 1.1 “Working Group Mote contains all changes from
the P3P 1.1 Last Call. The Group thinks that P3F 1.1 is now ready for implementation. It is not excluded that P3P 1.0:
W2C will push P3P 1.1 until Recommendation if there is sufficient support for implementation. = P3P 1.0 Rec
N the other hand, P3P keeps being the basis of a number of research directions in the area of privacy world -
wide, COne might cite the PRIME Project as well as the Policy aware ‘“Web, Many other approaches also follow [ Japanese]
the descriptive metadata approach started by P3P, Such projects are invited to send email to Implementin
<rigoid@w 3. org> to be listed here,

m P3P Implen
AT 18 PPy e = P3P Deployi
The Flatform for Privacy Preferences Project (F3F) enables Websites to express their privacy practices in a " 6 easy step
standard format that can be retrieved automatically and interpreted easily by user agents. PEP user agents ® Privacy Finc

will allow users to be informed of site practices {in both machine- and human-readable formats) and to ranks accor
automate decision-making based on these practices when appropriate, Thus users need not read the privacy

policies at every site they visit. Have a look at the list of P3P software, = P3PToolbox
complemen

WY I8 P USB ULy e = P3P Validat
m The www-p

F3F uses machine readable descriptions to describe the collection and use of data. Sites implementing such
policies make their practises explicit and thus open them to public scrutiny. Browsers can help the user fo
understand those privacy practises with smart interfaces. Most mportantl*;, BrOWSerS can this wa}f develop m P3P Softwal
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How to get information about privacy?

Privacy statements and claims
o Hard to understand, looooong and full of jargon

Tools for privacy

o E.g. Anonymizer
The free software only anonymizes web browsing
...not usage of email, chat, or other services.

o P3P
Platform for privacy preferences
Automatising privacy decisions

User does not have to read privacy statements
(well, they don’t anyway!)

Not really deployed
http://www.w3.orqg/P3P/
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Privacy — demands for design

Not the users’ primary task

o Make it easy, translucent, no burden

There are different types of users

o Provice preferences settings & profiles

Privacy raises the stakes

o Allow no (fatal) mistakes. Trial-and-error method will not do
Systems must respond to the legal and regulatory environment
o Provide easy ways to update

Some visibility is needed

o Give feedback

Avoid jargon

o Speak the user’s language
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5 Pittalls in the design of privacy

Five Pitfalls in the Design for Privacy (S. Lederer, J.
Hong, A. Dey, and J. Landay)

1. Obscuringpotential-information-flow

Show what information is disclosed before it is actually
disclosed. This way, users have grounds for decision-making.

2. ObsetrtrgactaahrfeormationtHow—

Users must know when and what
information is being disclosed.

3. Emphasizing-eonfigtratiton-overacton

Privacy is not a goal in itself. It should
not burden the user unnecessarily.

4. L-acking-coarse-grathed-controt

Access to privacy controls from top-
level in simple steps.

S lished .

Existing social practices of disclosure
12.2.2010 ©Kiisiina Kart should be enabled also online.




The do’s of privacy info

Set the defaults to be privacy-preserving
o User needs to act to make information public
Give clear and concise information
..In user’s language
...that is up to date
....that has no typos
..... that is linked to authorities and other relevant bodies
Remember,
o privacy is not an end in itself
o Users are not there to manage their privacy

Give the tools to manage privacy

o Make it easy to use

o Do not burden the user unnecessarily
o Again, set the defaults right!
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Next week

Usabillity issues In authentication
mechanisms

12.2.2010 © Kiristiina Karvone n



