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First assignment analyseFirst assignment – analyse 
trust ingredients of 6 websitesg

DL Friday 26.2.2010
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Analyse and the trust ingredients on the 
following 3 web site pairs:
1) Shop1) Shop

http://www.cduniverse.com/
http://www.deepdiscount.com/

2) News
http://news.yahoo.com/p y
http://www.nytimes.com/

3) Entertainment for children)
http://disney.go.com/index
http://www.lego.com/en-US/default.aspx
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Instructions

Use the material and the linked material provided onUse the material and the linked material provided on 
the lectures
Additional material can naturally be used as well
Compare and analyse the paired sites on their trust 
elements
Max 6 pages essay on the topic.
DL 26.2.2010 

il ith bj t fi ld ”T 110 5220 2010 Fi t i t”email with subject field ”T-110.5220 2010 First assignment” 
to kristiina.karvonen@hiit.fi
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Privacy and publicity 
a changing world?- a changing world?

T-110.5220 Information Security and 
Usability
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Police inquiry on Google photos: a 
man hardly dressed photographed in 
his own yardhis own yard
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Google photos attract search for 
questionable material
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Google removes photos of streets in 
Finland due to complaints on online 
forums on questionable material
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Privacy is dead?

“Google claims to be legally allowed to photograph on private 
roads arg ing that pri ac no longer e ists in this age of satelliteroads, arguing that privacy no longer exists in this age of satellite 
and aerial imagery. “
"Today's satellite-image technology means that...complete 
privacy does not exist," Google said in its response to the p y , g p
Borings' complaint 
"People have really gotten comfortable not only sharing more 
information and different kinds, but more openly and with more 
people That social norm is just something that's evolved overpeople. That social norm is just something that s evolved over 
time," Zuckerberg said. 
"We view it as our role in the system to constantly be innovating 
and be updating what our system is to reflect what the current p g y
social norms are." Zuckerberg then pointed to Facebook's recent 
privacy policy change that made user's key information open by 
default as an example of the social network's willingness to 
reflect "current social norms." 
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If we have new social norms for privacyIf we have new social norms for privacy,
what’s all the fuss about, then??
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Privacy awareness

The thing about privacyThe thing about privacy,

Users only realise its importance once it’s goneUsers only realise its importance, once it s gone.

And, well (this is awkward), then it is, you know, gone.
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(Trust, privacy) + Internet= ?

Trust is needed for all transactions of
money
private information
social interactionssocial interactions

No trust no transactions
No Privacy ?No Privacy ?

Trust and privacy may be dealt with 
differently from the technological point-of-differently from the technological point-of-
view
But the users see them as interrelated
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What is “privacy”?

Is it a state a place defined and experiencedIs it a state, a place, defined and experienced 
in time, or something quite different?
Different thing for differentDifferent thing for different

Societies
CulturesCultures
Organizations
GroupsGroups
Individuals
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Privacy is by nature..

Social – what to tell whom whenSocial 
Subjective 
Feeling

– what is private to me
– not entirely rational or explicitg

Based on information
An attitude 

y p
– shared or withheld
– trusting or distrusting

Not a goal in itself – just like security.
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Privacy is also..

ContextualContextual
Bound to a specific situation. 

NuancedNuanced
Irrational, unconscious, implicit, emotional, 
hard to put into wordshard to put into words

and usually you won’t even have to...and usually you won t even have to.
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except of course when something goes..except of course, when something goes 
terribly wrong
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In real world, users..

have very complex and refined relationshipshave very complex and refined relationships 
with eachother, and they can handle it quite 
well.
have a need to present a ”face” to others.

Telling only partial truthTelling only partial truth
expect things and people behave as usual, in 
the ”normal” waythe normal  way.

If not, they get quite bothered.
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In the Internet,

the complexity of social relationships that isthe complexity of social relationships that is 
so easy in real life, becomes explicit and 
needs a lot of managing
the possibility to lie or tell only a partial truth 
may disappear (e.g. location tracking), which 
l d t k d it tileads to awkward situations

the guy who forgot to turn the location tracker off

it may be hard to detect who is behaving wellit may be hard to detect who is behaving well, 
or, normal

(what’s ”normal” in the Internet anyway?)
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Definitions for privacy

”The ability of individuals to control the termsThe ability of individuals to control the terms 
under which their personal information is 
acquired and used”
”Individuals’ capabilities in a particular social 
situation to control what they consider to be 

l d t ”personal data”
“The ability and/or right to protect one’s 
personal secrets It extends to the abilitypersonal secrets. It extends to the ability 
and/or right to prevent invasions of one’s 
personal space”
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4 key issues for privacyy p y
Impenetrability

"being free from unwanted intrusion"being free from unwanted intrusion
Exclusion

"being alone"being alone
Restriction

"being able to limit access to information aboutbeing able to limit access to information about 
oneself"

ControlControl
"having control over information about oneself"
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Privacy is..

all about control:all about control:
= protecting secrecy of information by 

controlling access to itcontrolling access to it

Wh t i f ti ?What information?
Access to what?
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Dick Hardt | Founder & CEO, Sxip 
Identity

http://identity20 com/media/OSCON2005/http://identity20.com/media/OSCON2005/
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Identity

Private information = makes up your identityPrivate information  makes up your identity
What is digital identity?
Threats to privacyThreats to privacy

Identity theft

What is considered private may vary
(b t b t t th t t Z k b(but maybe not to the extent Zuckerberg 

claims, right?)
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Individual differences: privacy level

Marginalists 

Pragmatists

Fundamentalists
Don’t care

Willing to trade

Varying demands for level of privacy 
and expressions of privacy

different demands for privacy UI
No 
compromises
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Individual differences: types of concerns

Different types of concernsDifferent types of concerns
Unauthorized access to my data
Reuse of my personal data
Enclosing my data to third parties
What kind of data about me is saved?
Are they building a profile of me?
Can I correct the errors?
Can I withdraw any information?Can I withdraw any information?
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In practice..

How effectively can user protect informationHow effectively can user protect information 
that is considered private?
Concerns risk, its perception, and its , p p ,
management.

What are seen as risks?
How well can users see the consequences of their 
actions?
What makes users feel safeWhat makes users feel safe

It’s a mess.
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What about Legal privacy protection 
(“tietosuoja”)?

Basic right that guarantees privacy for anBasic right that guarantees privacy for an 
individual citizen
= (personal) information about and individual= (personal) information about and individual 
is not available to unauthorised subjects
In the background is an implicit assumption ofIn the background is an implicit assumption of 
the existence of privacy-enhancing 
technologiestechnologies
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What does it include?

The personality protection for an individual 
includes privacy as 

territory
I tiIntimacy
self-portrait and identity
legal capacitylegal capacity
principles of transparency and secrecy
publicity of judicial proceedingspub c y o jud c a p oceed gs
publicity and concealment of public documents
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How binding is it?

Legal intervention and regulation is desirableLegal intervention and regulation is desirable 
for users
However legislation that cannot be enforcedHowever, legislation that cannot be enforced 
should not exist

gives wrong type of assurancegives wrong type of assurance
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“The Holy Trinity of the Internet"

1 Nature of the media1. Nature of the media
2. Geographically dispersed
3 Nature of the contents3. Nature of the contents

Seen as effectively preventing the ideal 
privacy from happening in the online world

But it should be attempted anyway.
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How to get information about and manage 
online privacy?

Privacy statements and claimsPrivacy statements and claims
Tools for privacy
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How to get information about privacy?

Privacy statements and claimsPrivacy statements and claims
Tools for privacy
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How to get information about privacy?

Privacy statements and claimsPrivacy statements and claims
Hard to understand, looooong and full of jargon

Tools for privacyTools for privacy
E.g. Anonymizer

The free software only anonymizes web browsingThe free software only anonymizes web browsing
...not usage of email, chat, or other services.

P3P
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How to get information about privacy?

Privacy statements and claims
Hard to understand, looooong and full of jargon

Tools for privacy
E g AnonymizerE.g. Anonymizer

The free software only anonymizes web browsing
...not usage of email, chat, or other services.

P3P
Platform for privacy preferences
Automatising privacy decisions
User does not have to read privacy statements 

( ll h d ’ !)(well, they don’t anyway!)
Not really deployed
http://www.w3.org/P3P/
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Privacy – demands for design

Not the users’ primary task
Make it easy, translucent, no burden

There are different types of users
Provice preferences settings & profilesp g p

Privacy raises the stakes
Allow no (fatal) mistakes. Trial-and-error method will not do

Systems must respond to the legal and regulatory environmentSystems must respond to the legal and regulatory environment
Provide easy ways to update

Some visibility is needed
Give feedbackGive feedback

Avoid jargon
Speak the user’s language
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5 Pitfalls in the design of privacy

1. Obscuring potential information flow

Five Pitfalls in the Design for Privacy (S. Lederer, J. 
Hong, A. Dey, and J. Landay) 

1. Obscuring potential information flow

2 Obscuring actual information flow

Show what information is disclosed before it is actually 
disclosed. This way, users have grounds for decision-making.

2. Obscuring actual information flow

3 Emphasizing configuration over action

Users must know when and what 
information is being disclosed.

3. Emphasizing configuration over action

4 Lacking coarse-grained control

Privacy is not a goal in itself. It should 
not burden the user unnecessarily.

4. Lacking coarse-grained control

5 Inhibiting established practice

Access to privacy controls from top-
level in simple steps.
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5. Inhibiting established practice
Existing social practices of disclosure 
should be enabled also online.



The do’s of privacy info

Set the defaults to be privacy-preserving
U d t t t k i f ti bliUser needs to act to make information public

Give clear and concise information
..in user’s language
...that is up to datep
....that has no typos
.....that is linked to authorities and other relevant bodies

Remember, 
privacy is not an end in itselfprivacy is not an end in itself
Users are not there to manage their privacy

Give the tools to manage privacy
M k it tMake it easy to use
Do not burden the user unnecessarily
Again, set the defaults right!
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Next week

Usability issues in authenticationUsability issues in authentication 
mechanisms
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