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Abstract

Virtual HomeEnvironment(VHE) letsusersusethesamesetof selectedservices
anda personalcustomizeduserinterfacewhenroamingin othernetworks or using
differentterminals.Authenticationof the userandserviceprovidersis importantas
accessto userprofileshastobetightly controlled.Therearedifferentmethodsfor user
authentication,in mobilesystemsatoken/passwordcombinationis traditionallyused.
Thepaperpresentsa proposedVHE architecturebuilt with agenttechnology. Other
currentwork andongoingVHE projectsis alsopresented.Analysisis performedon
the examplearchitectureandotherimplementationproposals.Conclusionsarethen
presentedstatingthatsecurityandauthenticationis generallynot well thoughtof in
prototypeimplementationsandcandidatearchitectures.

1 Introduction

1.1 General

Mobile networksareaboutto reachtheir third generationandaregettingmoreandmore
mature.Network providershave maderoamingcontractsall over theglobeto enabletheir
subscribersto usetheir terminalsin foreignnetworks. As the third generationof mobile
networksandnew terminalsstartto emergea lot of new servicetypesandcategoriesalso
appearto market. Usersalsostartto havemorethanoneterminalconnectedto thenetwork
asnew anddifferent typesof terminalsemerge on the markets. The technicalaspectsof
theterminalsimprove,highbandwithandlargercolorscreensleadto agiganticleapin the
amountof servicesofferedto users.Fromthis multitudeof servicesevery usermustpick
the onesthat aremostuseful to them. Methodsto retain theseselectionsover different
networks or terminalsareneeded.Whenpersonalinformationof the usersis storedfor
this in databasesstrongandsecureauthenticationproceduresarealsoneededin orderto
controlaccessto this information.

1.2 Scope

This paperintroducesVHE andtheneedsof authenticationit has.Proposedsolutionsare
viewed,analyzedandcomparedto seeif andhow they try to facetheserequirements.Ex-
amplesolutionsarestill on very early stageandno readyimplementationsof VHE exist
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yet, so it is not possibleto make final conclusionsfrom this data. The paperdoesnot
go insideprotocol implementations,an exampleof a public-key authenticationprotocol
designedfor third generationmobilecommunicationssystemsis for exampletheonesug-
gestedby GüntherHorn andBartPreneelin [8].

2 Virtual Home Environment

2.1 General

TheVirtual HomeEnvironment(VHE) is aconceptdefinedby 3rdGenerationPartnership
Project(3GPP),acollaborationagreementbringingtogethermultiple telecommunications
standardsbodies[15]. VHE enablesa mobile userto receive servicesasthoughthe user
would constantlyresidein homenetwork even when roaming in other networks. The
usercanhave a personalserviceenvironment(PSE)thatremainsthesameevenwhenthe
userusesothernetworks thanhomenetwork or usesother terminals. The personalised
environmentincludesselectedandpersonalisedservicesanduserinterfacecustomization.
Theusedterminalcanhave limitationssothatall thepartsof thepersonalisedenvironment
arenot availablein all terminals.TheVHE conceptis designedfor 3rd generationmobile
networks (mainly UMTS), but it is meantto beapplicablein all futurenetworksandasa
framework for implementingsimilar functionalityto existingnetworksaswell. [1] [12]

Thescopeof VHE includesproviding acommonaccessinterfaceto services,enablingthe
creationof servicesandenablingthe personalisedenvironmentto be recoverable. VHE
consistsof a HomeEnvironment,users,ValueAddedServiceProviders(VASP) andthe
personalserviceenvironment. If a VASP hasan agreementwith the homeenvironment
to provide servicesit is calleda HomeEnvironmentValueAddedServiceProvider (HE-
VASP).[1]

PSEconsistsof one or more User Profiles(UP) of which one can be active at a time.
A userprofile is a collection of informationneededto provide the personalisedservice
environment. The HomeEnvironmentoffers usersservicesto managetheir userprofiles
andprovidesaccessto themfor identifiedandauthenticatedusersandalsolimited access
to themfor someVASPs.A valueaddedserviceprovider providesthevariousservicesfor
theusersto usein their terminals.[1]

2.2 Authentication Requirements

VHE implementationsshouldprovideasecureenvironmentfor boththeuserandthehome
environment. The main thing to protecthereare the userprofiles. They could contain
very personalanddiscreteinformationin the form of servicesthat the userhasselected
to useandtheir confidentialityshouldnot be compromised.The confidentialitylevel of
thedatamay vary andthesecuritylevel shouldbe setaccordingto that. Differentlevels
of authenticationmustalsobesupportedasusersshouldtypically have full accessto their
userprofilesandHE-VASPsandVASPsonly controlledandlimited access.[1]

In 3GPP’s VHE specificationa list of requireduserprofile securitymechanismsis pre-
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Figure1: LogicalVHE RoleModel (User’s View) [1]

sented.Theonesrelatedto authenticationareasfollows:

� Thesenderof datamustbeableto verify theauthenticationof the recipientbefore
theactualdatatransfer.

� Therecipientof thedatamustalsobeableto verify theauthenticationof thesender.

� It is allowedto useTrustedThird Parties(TTP) for authentication.

� It mustbepossibleto setavalidity time(atimeafterwhichtheauthenticationexpires
andtheauthenticatedpartymustre-authenticate)for anauthenticatedidentity.

Requirementsfor confidentiality, dataintegrity, non-repudiationand audit logs are also
defined.[1]

3 Mobile Authentication

Authenticationis definedastheprocessof verifying aclaimedidentity. Fromthisit follows
thatauthenticationis alwayslinkedto someidentity. Authenticationis usuallyusedto give
authorization,a permissionto do or getsomething.Authorizationcanbeanonymousand
is notnecessarilycoupledwith authentication.
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Fromtheviewpoint of theuserauthenticationcanbebasedon: [6]

� Somethingyouknow (eg. apassword)

� Somethingyoupossess(eg. asmartcard)

� Who youare(eg. biometrics)

� Whatyoudo (eg. a signature)

� Whereyou are(eg. aspecificterminal)

Thesecanalsobecombined,anexamplebeingapasswordcoupledwith apossessedtoken
suchasa smartcard[7]. In mobilesystemsthis kind of token (SIM/USIM-card)coupled
with apassword (PIN code)is usuallyused.In GSM thetokenhasbeenaSIM-card(Sub-
scriberIdentity Module). It is activatedwith a PIN codeknown by theuserandcanthen
be usedasauthenticatingthe user. In UMTS a USIM-card(UniversalSubsriberIdentity
Module) is used[3]. The userandUSIM similarly have a sharedsecretin the form of a
PIN codethatis securelystoredon USIM. After theuserhasauthenticatedhimselfon the
terminaltheauthenticationto thenetwork is transparentto theuser. In UMTS theHome
Enviromentsendsasetof authenticationvectorsto thevisitednetwork andtheauthentica-
tion is basedon a sharedsecretof theUSIM cardandtheHomeEnviroment[3]. A local
authenticationprocedureis alsodefinedif theuserhaspreviouslybeenauthenticatedin the
visitednetwork.

USIM could alsobe usedin VHE alsoto authenticatetheuserandto storeuserspecific
dataandprograms[9]. Theterminalcouldhowever bealmostanything just connectedto a
network soit is not clearthata USIM cardcanalwaysbeused.Authenticationcouldalso
bejustpassword-based.

DifferentproposedVHE architectureshavetheirown solutionshow authenticationispassed
on from theterminalto thehomeenvironment.Justlike in all currentmobilenetworksthe
homenetwork entity, in caseof VHE theHomeEnvironment,needsalwaysbecontacted
for authentication.For futurenetworksbeyond3G researchis beingdoneto eliminatethe
homenetwork asthesinglepointof authenticationfor eachuserby employing PublicKey
InfrastructureSystemsandTrustedThird Parties[5].

3.1 UMTS Authentication Architecture

An exampleof authenticationin a mobilearchitectureis theUMTS securityarchitecture.
It is dividedin differentsecurityfeaturegroups.Fromtheviewpoint of authenticationthe
importantgroupsare(numberedasin Figure2):

� Network AccessSecurity(I): Wherethemutualauthenticationbetweentheuserter-
minalandthenetwork is performed.DifferentpartiesherearetheMobileEquipment
(ME), USIM card,AccessNetwork (AN), ServingNetwork (SN)andtheHomeEn-
vironment.
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Figure2: UMTS SecurityArchitecture[3]

� UserDomainSecurity(III): Wherethe authenticationof userto the USIM is per-
formed.

� ApplicationDomainSecurity(IV): Is thenconcernedon thesecurityof thecommu-
nicationbetweentheuserandservicesin theprovider domain.

Theuserneedsfirst to authenticatehimselfto theUSIM-cardfor examplewith aPIN code
andthentheUSIM andthenetwork performmutualauthentication.Thesecurityfeatures
betweentheapplicationsin userdomainandin provider domainarelargely undefined.[3]

4 Methods of Authentication

VariousVHE implementationshavebeensuggestedandarein development.Mostof them
arestill only initial suggestionsor theimplementationsarenot yet ready.

4.1 Open Service Access

TheVHE canmakeuseof severalservicetoolkits,3GPPor non-3GPP. Oneof theexisting
3GPPtoolkits is theOpenServiceAccess(OSA,previousyly OpenServiceArchitecture).
TheOSA toolkit maybeusedby theHomeEnvironment,by VASPsandHE-VASPs.The
OSAAPI offersanauthenticationfunctionthatanapplicationandHomeEnvironmentcan
useto authenticateeachother. TheOSAis thearchitecturethatenablestheuseof network
capabilitiesby applications.TheOSA authenticationmodelis a peer-to-peermodel,both
partiesneedto performtheir own authenticationandbothhave to beauthenticatedbefore
otherOSAAPI functionscanbeused.OSA is describedin figure3. [2, 11]
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Figure3: OpenServiceAccess[2]

Oncethe initial contactbetweenthe applicationand OSA hasbeenmadefor example
througha URL or somenamingserviceanappropriateauthenticationmethodis selected
with theOSAAPI. Dependingonthemethodalsostrongauthenticationtechniquescanbe
usedandaminimumkey lengthenforced.[2]

4.2 A Proposed Architecture

Larbi Esmahi,RogerImpey andRaminoLiscanosuggestin theirpaperanarchitecturefor
providing mobileintegratedservicesfor roamingusers.They suggestanarchitecturebased
on intelligent agentsmigrating from the VHE server to userterminalandto the service
provider combinedwith universaluserprofiles. It maintainsa universaluseridentity for
authentication.[4]

A TerminalAgent(TA) providesaninterfacefor authentication.A VHE-M agentresiding
at the VHE server performsthe actualauthenticationandmanagesthe databaseof user
profiles. VHE-M shouldassurethe consistenceof both userandserviceprofiles. When
startinga VHE sessionit is first checked whetherthe terminal alreadyhasa TA in his
cache.If a cachedagentexists the versionis checked andan outdatedagentis replaced
with anew one.If nocachedversionexistsanew TA is sentto theterminal.Thentheuser
canperformtheauthenticationprocedureusingtheinterfaceprovidedby TA. [4]

After asuccessfulauthenticationtheVHE-M sendstheuseraUserProfileAgent(UPA) to
theuser. TheUPA containstheuserinformationandprovidestogetherwith TA aninterface
to theuserfor userprofilemanagement.WhenclosingasessiontheTA communicatesthis
to VHE-M agentandif the terminalhasfree resourcesboth theTA andUPA arecached
on the terminal. Authenticationpartiesarepresentedin figure 4. The architecturealso
containsa ServiceProvider Agent (SPA) that handlesthe registrationof servicesanda
ServiceInterfaceAgent(SIA) thatmanagesthecommunicationbetweentheterminaland
theSPA. [4]
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Figure4: StartingaVHE session:authentication[4]

4.3 Other Work

TheVESPER(VirtualHomeEnvironmentfor ServicePersonalizationandRoamingUsers)
projectaimsto designanarchitecturalframework for VHE andto build prototypesin order
to demonstrateandvalidatetheframework. Thefinal versionis supposedto becompleted
in December2002. VESPERkernelcontainsa specificmoduleresponsiblefor authen-
tication and other securityprocedures.This Authentication/Security (A/S) Component
handlesthe authenticationof both the usersand(HE) VASPs. The A/S Componenthas
its own databasefor authenticationdata. User’s authenticationrequestis passedto A/S
throughAccessComponent.VESPERusestheOSA API to talk with thenetwork, other
externalinterfacesaretheUserAPI andtheServiceAPI. Theauthenticationcomponents
andtheir relationto othercomponentscanbeseenin figure5 asAuth/SecurandAccess.
[13, 14]

ProjectP920at Eurescom,theEuropeanInstitutefor ResearchandStrategic Studies,has
built aVHE trial implementation[10]. They donothowever tackleauthenticationissuesat
all but only usea simplepassword schemewith their WWW-basedprototype.In general
thereseemsto be VHE architecturediscussionandongoingtrial projectsbut very little
effort onconsideringsecurityor authenticationhasbeenmade.
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Figure5: VESPERkernelarchitecture

5 Analysis

Authenticationin VHE needsto beperformedin differentnetworksover differentkind of
terminals.Theseincludemobilephones,PCs,differentkind of PDAs andsoon. As stated
in mobilecommunicationsa (U)SIM cardcombinedwith a PIN-codeis traditionallyused
to authenticatetheuser. VHE authenticationsolutionneedsto beuniversalandapplicable
with all differentterminaltypeswith or withoutanUSIM-card.

The agentarchitectureof Esmahiet al. canbe seenasa highly modularsolution. They
concludethatwith thearchitecturetheserviceprovisioningandthecustomablelook-and-
feel of theservicescanbeeasilyrealisedwith their agentarchitecture[4]. However they
only presenttheauthenticationof auserby theVHE server. VHE requirestheuseralsoto
authenticatetheserver. Also accessof theuserprofilesby VASPsandHE-VASPsis not
discussedandalsotheseissuesshouldbetackledin thenext phase.

Thefirst phaseof VESPERdoesnot defineany moreelaborateauthenticationprocedures
andtheauthenticationpartcanbeconsideredfairly limited. This is alsotruewith otheron-
goingimplementationprojectsanddiscussions.It seemsthatat thefirst phaseof prototype
implementationssecurityis overlookedandsimpleschemesselected.
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Theauthenticationrequirementsof VHE statethatmutualauthenticationof boththeuser
and the visited network shouldbe obtained. As authenticationis not consideredin the
studiedpapersit would seemthattheunderlyingnetwork is trustedto performtheneeded
authentications.VHE requireshowever not just theauthenticationof userto thenetwork
but alsoto all the variousVASPsandcontrolledaccessto the userprofiles. As all kind
of different terminalscanbe usedan USIM-cardis not necessarilyalwaysavailableand
differentnetwork typescouldbeused.In a VHE implementationthat is goingto beused
in productionasecureandverifiedauthenticationarchitectureshouldbeexplicitly defined.

6 Conclusion

VHE allows usersto accesstheir selectedservicesandtheir personalizedserviceenviron-
mentanduserinterfacewhenroamingin differentnetworksor usingdifferentterminals-
ubiquitousaccessto services.As we have seenthat requiresinformationof the usersin
form of userprofiles,thathave to beaccessednot just by theusersthemselvesbut alsoby
theserviceproviders.

Theconceptof Virtual HomeEnvironmentis quitenew andthework thathasbeendoneon
theareais quite incomplete,readyimplementationsdo not exist. At theearlystageof an
implementationeverybodymoreor lessseemsto ignoresecurityandauthenticationissues
andconcentrateon themorechallengingandnew issues.This is unfortunateasoneof the
key elementsfrom user’s perspective is thesecurityof theuserprofilesandtheknowledge
that the systemcanbe usedwithout personalpossiblysensitive informationleakinginto
wronghands.
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