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Abstract

Virtual HomeEnvironment(VHE) letsusersusethe samesetof selectedservices
and a personalcustomizeduserinterfacewhenroamingin othernetworks or using
differentterminals. Authenticationof the userandserviceprovidersis importantas
accesso userprofileshasto betightly controlled. Therearedifferentmethoddor user
authenticationin mobilesystemsatoken/passwrd combinations traditionallyused.
The paperpresents proposedvVHE architecturebuilt with agenttechnology Other
currentwork andongoingVHE projectsis alsopresentedAnalysisis performedon
the examplearchitectureand otherimplementatiorproposals.Conclusionsarethen
presentedstatingthat securityandauthenticatioris generallynot well thoughtof in
prototypeimplementationsndcandidatearchitectures.

1 Introduction

1.1 General

Mobile networks areaboutto reachtheir third generatiorandaregettingmoreandmore
mature.Network providershave maderoamingcontractsall over the globeto enabletheir
subscribergo usetheir terminalsin foreign networks. As the third generatiorof mobile
networks andnew terminalsstartto emepge a lot of new servicetypesandcateoriesalso
appeato market. Usersalsostartto have morethanoneterminalconnectedo thenetwork
asnew anddifferenttypesof terminalsemege on the markets. The technicalaspectof
theterminalsimprove, high bandwithandlargercolor screendeadto a giganticleapin the
amountof servicesfferedto users.Fromthis multitudeof servicesevery usermustpick
the onesthat are mostusefulto them. Methodsto retaintheseselectionsover different
networks or terminalsare needed.When personalinformation of the usersis storedfor
this in databasestrongand secureauthenticatiorproceduresre alsoneededn orderto
controlaccesgo this information.

1.2 Scope

This paperintroducesvVHE andthe needsof authenticationt has. Proposedsolutionsare
viewed, analyzedandcomparedo seeif andhow they try to facetheserequirementsgEx-
amplesolutionsarestill on very early stageandno readyimplementation®f VHE exist
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yet, soit is not possibleto male final conclusionsfrom this data. The paperdoesnot
go inside protocolimplementationsan exampleof a public-key authenticatiorprotocol
designedor third generatiormobile communicationsystemss for examplethe onesug-
gestedoy GiintherHorn andBart Preneein [8].

2 Virtual Home Environment

21 General

TheVirtual HomeEnvironment(VHE) is aconceptefinedby 3rd GeneratiorPartnership
Project(3GPP),acollaborationagreemenbringingtogethemultiple telecommunications
standarddodies[1%. VHE enablesa mobile userto receie servicesasthoughthe user
would constantlyresidein home network even when roamingin other networks. The
usercanhave a personakerviceervironment(PSE)thatremainsthe sameevenwhenthe
userusesother networks than homenetwork or usesotherterminals. The personalised
environmentincludesselectedandpersonalisedervicesanduserinterfacecustomization.
Theusedterminalcanhave limitationssothatall the partsof the personalise@rvironment
arenotavailablein all terminals. The VHE conceptis designedor 3rd generatiormobile
networks (mainly UMTS), but it is meantto be applicablein all future networks andasa
framework for implementingsimilar functionalityto existing networksaswell. [1] [12]

Thescopeof VHE includesproviding a commonaccessnterfaceto servicesgnablingthe
creationof servicesand enablingthe personalisegrnvironmentto be recoserable. VHE
consistsof a Home Environment,users,Value Added ServiceProviders (VASP) andthe
personalserviceervironment. If a VASP hasan agreementith the homeervironment
to provide servicest is calleda Home EnvironmentValue Added ServiceProvider (HE-
VASP).[1]

PSE consistsof one or more User Profiles (UP) of which one can be active at a time.
A userprofile is a collection of information neededo provide the personaliseservice
environment. The Home Environmentoffers usersservicesto manageheir userprofiles
andprovidesaccesso themfor identifiedandauthenticatedisersandalsolimited access
to themfor someVASPs.A valueaddedserviceprovider providesthevariousservicegor
theusersto usein theirterminals.[1]

2.2 Authentication Requirements

VHE implementationshouldprovide asecureervironmentfor boththeuserandthehome
ervironment. The main thing to protectherearethe userprofiles. They could contain
very personaland discreteinformationin the form of servicesthat the userhasselected
to useandtheir confidentialityshouldnot be compromised.The confidentialitylevel of
the datamay vary andthe securitylevel shouldbe setaccordingto that. Differentlevels
of authenticatiomustalsobe supportedasusersshouldtypically have full accesgo their
userprofilesandHE-VASPsandVASPsonly controlledandlimited access[1]

In 3GPPs VHE specificationa list of requireduserprofile securitymechanismss pre-
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Figurel: Logical VHE Role Model (Users View) [1]

sented Theonesrelatedto authenticatiorareasfollows:

e The senderof datamustbe ableto verify the authenticatiorof the recipientbefore
theactualdatatransfer

e Therecipientof thedatamustalsobeableto verify the authenticatiorof thesender
e It isallowedto useTrustedThird Parties(TTP) for authentication.

e It mustbepossibleo setavalidity time (atime afterwhichtheauthenticatiomxpires
andtheauthenticategharty mustre-authenticatefpr anauthenticateddentity.

Requirementdor confidentiality dataintegrity, non-repudiatiorand audit logs are also
defined.[1]

3 Mobile Authentication

Authentications definedasthe proces®f verifying aclaimedidentity. Fromthisit follows
thatauthenticatiors alwayslinkedto someidentity. Authenticatioris usuallyusedto give
authorizationa permissiorto do or getsomething.Authorizationcanbe anorymousand
is notnecessarilyoupledwith authentication.

3
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Fromtheviewpoint of the userauthenticatiortanbe basedn: [6]

Somethingyou know (eg. a passverd)

Somethingyou possessgeg. a smartcard)

Whoyou are(eg. biometrics)

Whatyou do (eg. a signature)

Whereyou are(eg. aspecificterminal)

Thesecanalsobe combinedanexamplebeinga passvwerd coupledwith a possessetbken

suchasasmartcard[7]. In mobile systemghis kind of token (SIM/USIM-card) coupled
with apassverd (PIN code)is usuallyused.ln GSM thetoken hasbeena SIM-card(Sub-

scriberldentity Module). It is actvatedwith a PIN codeknown by the userandcanthen

be usedasauthenticatinghe user In UMTS a USIM-card (UniversalSubsriberdentity

Module)is used[3]. The userandUSIM similarly have a sharedsecretin the form of a

PIN codethatis securelystoredon USIM. After the userhasauthenticatedhimselfonthe

terminalthe authenticatiorto the network is transparento the user In UMTS the Home

Enviromentsendsa setof authenticatiorvectorsto thevisited network andthe authentica-
tion is basedon a sharedsecretof the USIM cardandthe HomeEnviroment[d. A local

authenticatiomprocedurads alsodefinedif theuserhaspreviously beenauthenticateth the

visited network.

USIM could alsobe usedin VHE alsoto authenticatehe userandto storeuserspecific
dataandprograms[9. Theterminalcould however be almostarything justconnectedo a
network soit is not clearthata USIM cardcanalwaysbe used.Authenticationcouldalso
bejust passwrd-based.

Differentproposed/HE architecturefave theirown solutionshow authenticatiors passed
onfrom theterminalto thehomeenvironment.Justlike in all currentmobile networksthe
homenetwork entity, in caseof VHE the Home Ervironment,needsalwaysbe contacted
for authenticationFor future networks beyond 3G researchs beingdoneto eliminatethe
homenetwork asthesinglepoint of authenticatiorior eachuserby employ/ing PublicKey
InfrastructureSystemsandTrustedThird Parties[3.

3.1 UMTSAuthentication Architecture

An exampleof authenticationn a mobile architecturas the UMTS securityarchitecture.
It is dividedin differentsecurityfeaturegroups.Fromthe viewpoint of authenticatiorihe
importantgroupsare(numberedasin Figure?2):

o Network AccessSecurity(l): Wherethe mutualauthenticatiorbetweernthe userter
minalandthenetwork is performed DifferentpartiesherearetheMobile Equipment
(ME), USIM card,AccessNetwork (AN), ServingNetwork (SN) andthe HomeEn-
vironment.



ResidentiabndVirtual HomeEnvironments- Seminaron Internetworking, Spring2002 TML-C8
HUT TML CourseT-110.551SBN 951-22-5959-1SSN 1455-9749
http://www.tml.hut.fi/Studies/7110.551/2002/papers/May/indbatmi

Application
[ ] [ I
| 1 | 1
: i : | Home

stratum/
Serving

@ Stratum

Transport
stratum

Figure2: UMTS SecurityArchitecture[3]

e UserDomain Security(lll): Wherethe authenticatiorof userto the USIM is per
formed.

e ApplicationDomainSecurity(IV): Is thenconcernean the securityof thecommu-
nicationbetweerthe userandservicesn the provider domain.

Theuserneeddirst to authenticatdimselfto the USIM-cardfor examplewith a PIN code
andthenthe USIM andthe network performmutualauthenticationThe securityfeatures
betweertheapplicationdn userdomainandin provider domainarelargely undefined[3]

4 Methods of Authentication

VariousVHE implementationfiave beensuggestedndarein development.Most of them
arestill only initial suggestionsr theimplementationgrenotyetready

4.1 Open Service Access

TheVHE canmake useof severalservicetoolkits, 3GPPor non-3GPPOneof theexisting
3GPPtoolkitsis the OpenServiceAccesgOSA, previousyly OpenServiceArchitecture).
The OSAtoolkit maybe usedby the HomeEnvironment,by VASPsandHE-VASPs.The
OSAAPI offersanauthenticatiorfunctionthatanapplicationandHomeEnvironmentcan
useto authenticateachother The OSA s thearchitecturghatenableshe useof network
capabilitiesby applications.The OSA authenticatiormodelis a peerto-peermodel,both
partiesneedto performtheir own authenticatiorandboth have to be authenticatedhefore
otherOSA API functionscanbeused.OSAis describedn figure 3. [2, 11]
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Oncethe initial contactbetweenthe applicationand OSA hasbeenmadefor example
througha URL or somenamingservicean appropriateauthenticatiormethodis selected
with the OSA API. Dependingonthe methodalsostrongauthenticatioriechniqguesanbe
usedandaminimumkey lengthenforced [2]

4.2 A Proposed Architecture

Larbi Esmahi,Rogerimpey andRaminoLiscanosuggestn their paperanarchitecturdor
providing mobileintegratedservicedor roamingusers.They suggesanarchitecturdased
on intelligent agentsmigrating from the VHE sener to userterminal andto the service
provider combinedwith universaluserprofiles. It maintainsa universaluseridentity for
authentication[4]

A TerminalAgent(TA) providesaninterfacefor authenticationA VHE-M agentresiding
at the VHE sener performsthe actualauthenticatiorand manageghe databasef user
profiles. VHE-M shouldassurethe consistencef both userandserviceprofiles. When

startinga VHE sessionit is first checled whetherthe terminal alreadyhasa TA in his

cache.If a cachedagentexiststhe versionis checled and an outdatedagentis replaced
with anew one.If nocachedversionexistsanew TA is sentto theterminal. Thentheuser
canperformtheauthenticatiorprocedureusingtheinterfaceprovided by TA. [4]

After asuccessfuauthenticatiothe VHE-M sendgheusera UserProfile Agent(UPA) to

theuser TheUPA containgheuserinformationandprovidestogethewith TA aninterface
to theuserfor userprofile managementWhenclosinga sessiorthe TA communicatethis

to VHE-M agentandif the terminalhasfree resourcedoththe TA andUPA arecached
on the terminal. Authenticationpartiesare presentedn figure 4. The architecturealso
containsa ServiceProvider Agent (SPA) that handlesthe registrationof servicesand a

ServicelnterfaceAgent (SIA) thatmanageshe communicatiorbetweerthe terminaland
the SRA. [4]
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Figure4: Startinga VHE sessionauthenticatiorj4]

4.3 Other Work

TheVESPER(Virtual HomeEnvironmentfor ServicePersonalizatioandRoamingUsers)
projectaimsto designanarchitecturaframework for VHE andto build prototypesn order
to demonstratandvalidatethe frameawvork. Thefinal versionis supposedo be completed
in December2002. VESPERkernel containsa specificmoduleresponsiblefor authen-
tication and other security procedures. This Authentication/Secust (A/S) Component
handlesthe authenticatiorof both the usersand (HE) VASPs. The A/S Componenthas
its own databasdor authenticatiordata. Users authenticatiorrequestis passedo A/S

throughAccessComponent.VESPERusesthe OSA API to talk with the network, other

externalinterfacesarethe UserAPI andthe ServiceAPI. The authenticatiorcomponents
andtheir relationto othercomponentganbe seenin figure 5 asAuth/Securand Access.

[13, 14]

ProjectP920at Eurescomthe Europearinstitutefor Researcland Stratgic Studies has
built a VHE trial implementation[1D They do not however tackleauthenticationssuesat
all but only usea simple passwerd schemewith their WWW-basedprototype.In general
thereseemso be VHE architecturediscussionand ongoingtrial projectsbut very little
effort on consideringsecurityor authenticatiorhasbeenmade.
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5 Analysis

Authenticationin VHE needdo be performedin differentnetworks over differentkind of
terminals.Theseincludemobile phonesPCs,differentkind of PDAs andsoon. As stated
in mobile communications (U)SIM cardcombinedwith a PIN-codeis traditionallyused
to authenticatehe user VHE authenticatiorsolutionneedgo be universalandapplicable
with all differentterminaltypeswith or withoutan USIM-card.

The agentarchitectureof Esmahiet al. canbe seenasa highly modularsolution. They
concludethatwith the architecturehe serviceprovisioning andthe customabldook-and-
feel of the servicescanbe easilyrealisedwith their agentarchitecturg4]. However they
only presentheauthenticatiorof a userby the VHE sener. VHE requiresthe useralsoto
authenticatghe sener. Also accesf the userprofilesby VASPsand HE-VASPsis not
discussedndalsothesessuesshouldbetackledin the next phase.

Thefirst phaseof VESPERdoesnot definearny moreelaborateauthenticatiorprocedures
andtheauthenticatiopartcanbeconsideredairly limited. Thisis alsotruewith otheron-
goingimplementatiorprojectsanddiscussionslt seemghatatthefirst phaseof prototype
implementationsecurityis overlooked andsimpleschemeselected.
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The authenticatiorrequirement®f VHE statethat mutualauthenticatiorof boththe user
and the visited network shouldbe obtained. As authenticatioris not consideredn the
studiedpaperdt would seemthatthe underlyingnetwork is trustedto performthe needed
authenticationsVHE requireshowever not just the authenticatiorof userto the network
but alsoto all the variousVASPsand controlledaccesdo the userprofiles. As all kind
of differentterminalscanbe usedan USIM-cardis not necessarilyalways available and
differentnetwork typescould be used.In a VHE implementatiorthatis goingto be used
in productiona secureandverifiedauthenticatiorarchitectureshouldbe explicitly defined.

6 Conclusion

VHE allows usersto accessheir selectedservicesandtheir personalizegerviceerviron-
mentanduserinterfacewhenroamingin differentnetworks or usingdifferentterminals-
ubiquitousaccesdo services.As we have seenthat requiresinformation of the usersin
form of userprofiles,thathave to beaccessedot just by the usershemselesbut alsoby
the serviceproviders.

Theconcepof Virtual HomeEnvironmentis quitenew andthework thathasbeendoneon

the areais quiteincomplete readyimplementationglo not exist. At the early stageof an

implementatioreverybodymoreor lessseemgo ignoresecurityandauthenticationssues
andconcentrat®n the morechallengingandnew issues.This is unfortunateasoneof the

key elementdrom users perspectie is the securityof the userprofilesandthe knowvledge
that the systemcan be usedwithout personalpossiblysensitve informationleakinginto

wronghands.
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