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Without properly functioning Domain Name System (DNS) service a great deal of other Internet services would practically
grind to a halt. This is why DNS plays a key role in smooth transition from IPv4 to IPv6.

This paper deals with ways of using DNS to facilitate a graceful transition to IPv6. DNS is discussed as an entity in IPv6 and
a brief mail routing experiment in IPv4/IPv6 dual-stack environment is described. Also a few translation mechanisms between

IPv4 and IPv6 worlds are introduced.

1. INTRODUCTION

The Domain Name System (DNS) is a critical part of to-
day’s Internet. Without DNS there would not be much
web-surfing or emailing. This is as true with IPv6 as it
is with IPv4, maybe even more so because of longer and
thus harder to remember IP addresses.

So the basic function of DNS is to resolve names such
as www.example.org to IP addresses such as 10.3.65.23
(IPv4) or 3ffe:26ff:7:abcd:35dg:dead:beef:6f9
(IPv6). Building on this the Resource Records (RRs)
that make the use of IPv6 addresses possible in the DNS
are presented first. The current situation of other DNS
issues related to IPv6 will also be discussed.

Name resolution order is presented next; is IPv4 or
IPv6 preferred over the other. Mail routing in mixed
IPv4 and IPv6 environments is taken as a closer example
and results of some simple practical experiments will be
presented.

Next generation transition techniques enable limited
internetworking between IPv4 and IPv6 worlds. Some
clever ways of using DNS in conjunction with these tech-
niques are introduced before closing remarks.

The reader is expected to be familiar with the ba-
sic properties of Internet Protocol versions four and six.
Knowledge of the Domain Name System (DNS) is also
required.

2. IPV6 DNS EXTENSIONS

When IPv6 was first defined in the middle of 1990’s, it
was immediately realized that changes need to be made
to DNS. The most important additions and changes to
DNS that relate to IPv6 are outlined in this section.
Name to IP mappings are discussed in section 2.1, new
style name delegations in section 2.2 and IP to name

mappings are handled in section 2.3. A few words of the
current state of the root name servers in relation to IPv6
are said in section 2.4.

The reader of this section should be familiar with the
basic concepts and resource record types used in IPv4
DNS.

2.1 Name to IP mappings

2.1.1 AAAA. The basic building block of IPv4 DNS
is the A resource record that connects a name such as
machine.example.org to an IPv4 address 10.83.239.5,
for example. The equivalent of an IPv4 A record in IPv6
world is the AAAA record that could map the same name to
123:df6:29ff :3e:2a0:45ff : fe26:953, for example [10].
Disregarding address length, these two RRs are semanti-
cally identical.

2.1.2 A6. Later a kind of a competitor to AAAA re-
source record was defined: the A6 RR [4]. The basic idea
behind A6 records is to make IPv6 addressing more flex-
ible. A6 allows chaining of several A6 records to ”build”
the IPv6 address part by part. This can be useful when
we have several IPv6 connections to upstream ISPs. That
is, we are IPv6 multi-homed. A6 records make it possi-
ble to give our IPv6 capable network devices DNS names
that resolve to IPv6 addresses in all of our networks with-
out defining each name several times as would have to be
done with AAAA records.

As an  example, we could define that
multihomed.example.org resolves to IPv6 addresses
1234::aaaa, b5678::aaaa and 90ab:aaaa using A6
records. This could be done so that we first use a single
A6 record multihomed.example.org to point to addresses
ending in ::aaaa and to look for more address informa-
tion in nets.example.org. Then we would have three
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nets.example.org A6 records and each of them would
point to a different front part of the address, namely
1234::, 5678:: and 90ab::. The more multi-homed
hosts we have the less RRs we need compared to using
AAAA records.

2.1.3 AAAA or A6?. So we've established that A6
records are more versatile than AAAA records. But which
ones are really used? The short answer at the moment is
AAAA, which is — for the time being — also recommended
by RFC 3363 [2] over A6 records. Besides being compli-
cated and error-prone to use, A6 records also cause con-
siderable overhead to the name resolution process. The
overhead comes from the fact that you often have to tra-
verse a path of several A6 records to obtain the whole
IPv6 address. AAAA queries instead always return a full
IPv6 address.

No one can tell what happens in the future, but the
current trend is AAAA.

2.2 DNAME

The idea behind DNAME is to alias an entire subtree of the
DNS hierarchy to another subtree. DNAME can be seen as
a relative of CNAME, which aliases a single DNS name to
another name. DNAME is also a quite recent addition to
DNS and not much used. [3]

An example: We have a DNAME record that aliases
example.org to anotherexample.com. Now when look-
ing up the name a.b.example.org our DNS resolver
stumbles on the above mentioned DNAME record and goes
on looking for a.b.anotherexample.com.

As can be seen from the definition, DNAME is not an
IPv6 specific extension to DNS. But DNAMEs play a role
in IPv6 reverse lookup process when used in conjunction
with A6 records. Because the use of A6 records is cur-
rently deprecated, so is the corresponding reverse lookup
usage of DNAMEs in IPv6.

2.3 Reverse lookup

Reverse name resolution is used to find a DNS name for
a given IP address. This is performed in IPv6 using the
PTR record in much the same way as is done in IPv4.

One difference is found the DNS name space used for
resolution: IPv4 uses the IN-ADDR.ARPA tree while IPv6
currently uses IP6.ARPA and IP6.INT trees.

Two separate reverse lookup trees are in use because
the early RFCs, namely 1886 [10], specified IP6.INT, but
newer ones (RFC 3152) [1] have moved to recommending
IP6.ARPA. The change is being done because ARPA tree is
nowadays considered the place for DNS-related technical
information.

This division causes problems in reverse name lookups
because all IPv6 address spaces currently in use aren’t
found in both trees. Address delegations for the world-
wide IPv6 testbed 6bone’, for example, are currently only
found in the IP6.INT tree. The result is that if the DNS
resolver of an operating system checks only the IP6.ARPA
tree for an IPv6 address starting with 3ffe:, nothing is
found. A common approach in current DNS resolver li-
braries is to first try the IP6.ARPA tree and if that doesn’t

1IPv6 address prefix 3ffe::/16

produce an RR, then try IP6.INT.

There is also an early proposal (work in progress) to
use ICMPv6 node information queries and replies for re-
verse DNS lookups [7].

2.4 Root name servers

The DNS servers that sit on top of the Internet name
space — at the ’dot’ that is — are called root name
servers. The IP addresses of root name servers is the
only thing a resolving DNS server needs to know; every-
thing else it can find out by asking directions from the
root name servers.

Currently there are no official IPv6 root name servers
in operation. This is not a big problem for the time be-
ing, because a resolving DNS server will need IPv4 con-
nectivity also to reach those DNS zones that are served
by servers having IPv4 connectivity only.

Nevertheless IPv6-reachable root name servers would
in my opinion be an important symbolic gesture towards
accepting IPv6 into official production use. At the mo-
ment there exists a closed testbed of IPv6 root and cer-
tain top-level domain name servers [8].

3. NAME RESOLUTION ORDER CONSIDERATIONS

As a rough rule of thumb, it can be said that most pro-
grams and operating system resolvers capable of both
IPv4 and IPv6 tend to prefer IPv6. This selection of
course only needs to be done when both transports are
available. It is also quite common to have built-in func-
tionality that tries all IP addresses and/or protocol ver-
sions transparently without asking the user.

IPv4/6 protocol independency can basically be
achieved in a C language program by using the system
call getaddrinfo() for name resolution. If it is used with
a loose enough wildcard in the protocol restriction field,
the underlying IP version of the resulting address struc-
ture can be either four or six. In addition to this a pro-
gram naturally needs to be aware of IPv6 in other levels,
for example when parsing configuration files and user in-
put.

Although it is possible to define one DNS name to have
both A and AAAA resource records, one should be careful
in their usage. A combination of IPv4-only connectiv-
ity and DNS returning both A and AAAA records for one
DNS name can result in a failed connection depending
on the quirks of the program used. This could happen if
the client program tried only one protocol or one address
and then gave up, for example.

Therefore it can be considered good practice to sepa-
rate IPv6 names in the DNS to a subtree of their own,
like ipv6.example.org. This also makes it possible for
the user to immediately see which protocol he is currently
using; a useful aid in debugging. On the other hand in
many non-mission-critical environments it’s not a prob-
lem to have both IPv4 and IPv6 connectivity behind the
same name. This can even be desirable for example in
SMTP servers. In these cases it is also useful to have a
separate tree resolving only to IPv6 addresses to be able
to force the use of IPv6.
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4. MAIL ROUTING IN MIXED IPV4 AND IPV6 ENVI-
RONMENTS

To present a real-life example of address selection be-
tween IPv4 and IPv6 I did some experiments with SMTP.
The idea here is to demonstrate how address selection
works in practice and what should be considered when
dealing with SMTP in mixed/dual-stack environments.

4.1 Software and testing methodology

The operating system used in these experiments was
Red Hat Linux 8.0. The originating mail transfer agent
(MTA) was Sendmail 8.12.5 that comes as standard with
Red Hat and is also IPv6 ready without source code
patches or recompilation. Network traffic was monitored
with tcpdump 3.6.3 and domain name service was pro-
vided by BIND 9.2.1.

Testing was done by sending email to user@domain,
where domain was varied from testl...4. Only one email
was active in the mail queue at any given time to make
sure the observed behavior was triggered by the partic-
ular piece of email under investigation. To make sure
the behavior of MTA was consistent tests were run sev-
eral times. Also the command sendmail -q was actively
used to attempt immediate delivery of queued mail. After
observing the generated traffic the MTA was shut down
and its mail queue emptied before next test run.

An isolated test network was used for the measure-
ments. The network had one DNS server (IPv4), one
sending MTA (IPv4 and IPv6) and one receiving ” MTA”
(IPv4 and IPv6). The receiving MTA was simply an idle
computer with working IPv4 and IPv6 addresses, there
was no MTA running. Testing was done this way because
observing the failing connection attempts is enough to
see which IP version and destination addresses were used
and in which order. Tcpdump was run on the sending
MTA to catch DNS and SMTP traffic and on the receiv-
ing MTA to confirm the observed SMTP traffic and it’s
destination address. A simple illustration of the setup is
shown in Fig. 1.

Below are the DNS RRs that were used in BIND style
zone file format. The IP addresses have been changed
from the real values used in testing to make reading eas-
ier and less error-prone.

v4-mx IN A 10.11.11.11
v6-mx IN AAAA 3ffe::1111
v4-v6-mx IN A 10.22.22.22

IN AAAA 3ffe::2222

testl IN MX 10 v4-v6-mx
test2 IN MX 10 v4-mx

IN MX 10 v6-mx
test3 IN MX 10 v4-mx

IN MX 20 v6-mx
test4 IN MX 10 v6-mx

IN MX 20 v4-mx

To recap on MX records: the smaller the integer value
right after MX is, the more preferred the host is as a mail
exchanger.
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4.2 Results

4.2.1 user@test!. The first test case can be thought
of as a basic dual-stack mail server configuration. The
mail server has both IPv4 and IPv6 addresses under the
same name in DNS; v4-v6-mx. This name is then listed as
the most preferred mail exchanger for the domain test1.

In this situation Sendmail behaves very predictably:
first the IPv6 address is tried and if that fails, then IPv4.
If both attempts fail — that is no IP address is found, no
TCP connection is formed or a 4xx SMTP reply code is
received — the MTA takes a break and tries again after
a certain time period. The retries are also always done in
the same order because AAAA records are preferred over A
records for the same DNS name.

4.2.2 user@test2. The second test case is similar to
the first one, but there is a slight difference in prac-
tice. The difference comes from the fact that there are
two equally preferred mail exchanger records, v4-mx and
v6-mx. The equal preference values causes some random-
ization to occur: Sendmail picks either name as the one
to try first and does an AAAA lookup. If the lookup fails
Sendmail searches for an A record for the same name. If
there is no A or AAAA record found, Sendmail moves on to
the other name and goes through the same lookup pro-
cess again. If the delivery attempt fails on all listed mail
exchangers, Sendmail takes a break and tries again later.

So the practical difference to testl is that you never
know which IP version is tried first. This is also true
for delivery retries, which can happen in a different order
compared to the earlier attempts. Predictability is usu-
ally considered a good thing in computer world. There-
fore I see little reason to prefer this organization of mail
exchangers compared to testl.

4.2.3 test? and test4. These two cases are sort of op-
posites of each other and behave very consistently. In
test3 mail is always primarily delivered via IPv4 and
secondarily via IPv6. Organizing DNS records the way
shown in test4 prefers IPv6 over IPv4.

The different mail exchanger preference values used in
test3 and test4 make the preference order explicit. In
practice test4 is equal to testl in IP version selection
order because most implementations always prefer IPv6
over IPv4, if both transports are available for a given
name. But this practice is just a recommendation, it is
not wrong or ” against the rules” to prefer IPv4 over IPv6.

4.3 Further thoughts and observations

No A6 queries were observed during the measurements.
Whether A6 records existed in the DNS or not didn’t
seem to have any effect on Sendmail’s (or Linux’ DNS
resolver’s) behavior®. A6 records included in the addi-
tional section of DNS reply packets did not seem to be
used either. This was expected and follows the current
recommendation of preferring AAAA records instead of A6
[2]. Nothing prevents one from using both record types
at the same time, but there is not much to gain currently.

2Most of the tests were performed with and without A6 records’ presence. They were left out from the zone file listing for clarity.
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Fig. 1. Mail routing experiment

The DNS traffic captures showed many seemingly un-
necessary but repeating DNS queries. For example the
mail exchanger records were always queried twice in a
row as were the A records. But AAAA records were always
queried only once. Sendmail also triggered a lot of queries
that were not directly related to mail delivery. Envelope
sender’s domain was queried for an A record before every
delivery attempt, for example.

When planning on using IPv6 SMTP servers for incom-
ing mail it is important to check that all mail exchangers
listed in DNS have a way of delivering mail to the most
preferred exchanger. Consider this: Your most preferred
mail exchanger is capable of IPv4 only and your next
preferred server operates in IPv6 only. So now you can
receive mail both via IPv4 and IPv6. But what happens
when a mail is delivered over IPv6 to the next preferred
server? Your mail gets stuck there, because IPv4-only
and IPv6-only servers can’t talk to each other without
some sort of a translation mechanism in between. So
make sure email has a way of getting from all secondary
mail exchangers to the primary exchanger [9].

5. IPV4 AND IPV6 INTERWORKING IN RELATION TO
DNS

IPv4 and IPv6 interworking mechanisms are one way for
SMTP servers speaking different versions of IP to ex-
change mail, for example. IPv4 will probably continue to
live beside IPv6 for years after most of the Internet has
transitioned to the new protocol version. This also holds
true the other way around. Many applications don’t need
global connectivity anyway so they’ll be right at home
talking to the ancient server lurking in the far corner of
the server room.

But some applications will need to contact hosts using
different IP version and this is where the interworking
mechanisms come to play. Two IPv4/6 translation mech-
anisms are presented next. Several other interworking
mechanisms have been specified, these two were selected

because of the unusual ways they make use of DNS.

5.1 IPv6-to-IPv4 Transport Relay Translator

The idea behind an IPv6-to-IPv4 Transport Relay Trans-
lator (TRT) is to pass TCP connections and UDP
streams originating in IPv6 world and destined to an IPv4
host. This is an application level system that doesn’t
require complicated rewriting of IP headers or difficult
MTU considerations, for example. Instead there is a TRT
machine in the network that breaks the connection into
two parts: one from the IPv6 host to the TRT and an-
other from the TRT to the IPv4 host.

So how does an IPv6-only host know what IPv6 ad-
dress to connect to to reach a certain IPv4 host? This is
where tricks with DNS comes into play. In order for this
system to work transparently to the IPv6 client we need
a special DNS server. The DNS server receives the re-
quests from the client and answers them in IPv6 compat-
ible records only. When a certain resource record exists
originally only in the IPv4 domain, the DNS server em-
beds this IPv4 address into an IPv6 resource record that
is returned to the client. This v6-to-v4 record is formed
by pasting a dummy network prefix hosted by the TRT
and the destination IPv4 address together. For exam-
ple if the dummy prefix held by TRT was fec0:0:0:1::/64
and the IPv4 address of the target was 10.1.1.1, the re-
sulting IPv6 address would be fec0:0:0:1::10.1.1.1. (aka
fec0:0:0:1::a01:101). Because the destination IPv4 ad-
dress is embedded in the IPv6 address, the TRT has no
trouble passing the traffic to the right direction.

A considerable limiting factor of this approach lies in
it's one-way nature. Also protocols that transfer end-
point IP addresses inside the data stream (e.g. FTP) can
be broken by a TRT. Because the IPv4 address space is
considerably smaller than the IPv6 space, it is easy to em-
bed IPv4 addresses to IPv6 addresses but impossible the
other way around. This means that all communication
between hosts separated by a TRT has to be initiated
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from the IPv6 side. TRT is also a stateful mechanism
and as such it necessarily doesn’t scale as well as state-
less translation mechanisms [6].

5.2 NAT-PT

Network Address Translation - Protocol Translation
(NAT-PT) represents a slightly different way of trans-
lating protocols compared to TRT. The main difference
is that a NAT-PT device translates single packets from
IPv4 to IPv6 and vice versa. This includes shifting IP ad-
dresses back and forth, recalculating packet checksums
and general header rearranging. Because NAT-PT op-
erates in a stateless way on single packets, it probably
scales a bit better than TRTSs.

NAT-PT makes it possible for IPv4 hosts to initiate
connections to IPv6 hosts by using a pool of globally
unique IPv4 addresses reserved for this translation use.
A DNS Application Level Gateway (ALG) is used to han-
dle the mapping of scarce IPv4 addresses to their IPv6
equivalents. The creation of a mapping is triggered by a
DNS query from an IPv4 client asking for a resource that
is only reachable via IPv6 — an AAAA or A6 record. This
causes the DNS-ALG to check for an existing mapping;
if none is found a new one is created. The allocated IPv4
address is then passed back to the client as an A record.
The client can now use the mapped address to commu-
nicate with an IPv6 host behind the NAT-PT. After a
period of inactivity the mapping is removed and the IPv4
address is returned into the pool for future use.

NAT-PT doesn’t solve all IPv4-to-IPv6 and IPv6-to-
IPv4 translation problems. A fundamental problem is
that the number of available IPv4 addresses for transla-
tion pool use is finite. This poses a strict upper limit for
the number of cross-version mappings that can exist on
any given time [11].

6. SUMMARY

IP version six has been coming just-around-the-corner for
several years now. Things look better for IPv6 adoption
now than a few years ago when Network Address Transla-
tions became fashionable. NATSs pushed the IPv4 address
shortage problem further into the future, but they don’t
provide a long term solution.

IPv6:ification will not be a quick and effortless process.
Luckily there are ways to smoothen the transition, smart
usage of DNS being one of them. Looking at the state of
IPv6 DNS it seems that some detours have been taken,
like the currently deprecated A6 RR and the switch of the
reverse lookup tree.

Mail routing in mixed IPv4/IPv6 environments is not
that different from the IPv4-only world, but there are a
few issues that should be kept in mind. Especially impor-
tant is making sure that all secondary mail servers can
deliver incoming mail to a more preferred server.

Internetworking between different versions of IP can
be enhanced by using DNS in new dynamic ways. Still,
there is no catch-all solution for the problem of cross-
version communication in IP.

GLOSSARY
ALG. Application Level Gateway
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DNS. Domain Name System

MTA. Mail Transfer Agent

MTU. Maximum Transfer Unit

NAT. Network Address Translation
RR. Resource Record

SMTP. Simple Mail Transfer Protocol
TRT. Transport Relay Translator
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