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As the services of 2.5G and 3G wireless networks progressively are made available to public users, the amount of mobile clients
accessing the Internet using TCP/IP is expected to increase drastically in the near future. TCP is however originally constructed
for use in wired networks, which characteristics differ significantly from those of wireless networks. This paper presents and
evaluates different techniques for optimizing TCP for 2.5G/3G wireless networks.

1. INTRODUCTION

The success of the circuit-switched 2G systems initiated
an exponential growth in the number of wireless networks
during the last decade, covering most populated areas of
the industrialized world. Now, these networks will form
the backbone of the new packet-switched 2.5G and 3G
networks, extending the scope of the TCP/IP suite to
include the wireless environment as well.

The characteristics of 2.5G /3G network links, however,
differ considerably from those of links in wired networks,
where the TCP/IP protocol suite traditionally operates.
There are other solutions than TCP for transporting data
in wireless networks, e.g. implementing a completely
new transport protocol layered over IP or UDP. How-
ever, given the amount of knowledge possessed and re-
search performed relating to the TCP protocol, it is hard
to reject TCP when it comes to wireless environments.
Although, there are arguments both for and against the
suitability of TCP in wireless networks [19], the vast ma-
jority of solutions proposed and research carried out in
this area involve the TCP protocol.

This paper presents some of the main techniques in-
vented for improving the performance of TCP in wire-
less networks. The operation of each selected technique
is described, the benefits as well as possible drawbacks
are presented and if available, the opinions of other re-
searchers regarding the technique are expressed.

The rest of the paper is organized as follows. Section
2 presents the main characteristics of wireless networks.
Section 3 presents problems arising when using original
TCP [22] in such networks. Section 4 describes a number
of techniques for optimizing TCP performance in wireless
networks. Finally, section 5 summarizes and presents the
conclusion of this paper.

2. CHARACTERISTICS OF 2.5G/3G WIRELESS NET-
WORK LINKS

This section presents the characteristics of wireless links,
the intention being to describe how these links varies from
the links in wired networks. As the next section describes
problems arising when using original TCP in wireless net-
works, the two sections combined should provide an un-
derstanding of why the TCP protocol needs optimizing
to better fit the wireless environment.

The section is divided into four subsections, each pre-
senting a particular 2.5G /3G network characteristic.

2.1 Data rate

The data rate of 2.5G systems is expected to lie around
10-20 kbps uplink and 10-40 kbps downlink, whereas the
first 3G systems should have data rates at approximately
64 kbps uplink and 384 kbps downlink [11]. Obviously
these rates are low when compared to modern wired net-
works. The data rate of a single connection over 2.5G /3G
networks is expected to fluctuate as multiple users com-
pete for the provided bandwidth. Due to the limited
maximum bandwidth, this will affect data rates more
than in wired networks. Both intra- and intersystem
handovers can also cause quick changes to data rates,
a phenomenon that can’t be found in wired networks.

2.2 Packet loss rate

In traditional wired networks, congestion is the main
reason for packets being dropped before reaching their
destination. Packets are rarely dropped due to bit er-
rors. Because of the nature of wireless transportation,
the bit error rate (BER) is considerably higher in wire-
less networks, making bit errors a common reason for
packet losses. In order to reduce end-to-end packet losses
2.5G/3G networks apply link-level error correction tech-
niques. This drastically reduces end-to-end packet losses,
but introduces more delay jitter (see section 2.4).
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2.3 Delay

The delays in 2.5G/3G wireless networks can be several
magnitudes greater than the corresponding delays in tra-
ditional wired networks. The delays in 2.5G /3G networks
primarily stem from the extensive processing performed
at the physical and link-layer elements of these networks
as well as from the delays induced by radio access network
transmissions.

2.4 Delay jitter

Along with the characteristics presented above, the round
trip time variations, or delay jitter, have a noticeably dif-
ferent behavior compared to the corresponding jitter in
wired networks. One cause for the greater fluctuation in
round trip times in 2.5G/2G networks is the handovers
that occur in these networks. As mentioned in section
2.2, link-layer error correction also increases delay jitter.
There are several additional causes for variations in round
trip times, e.g. network congestion or physical objects,
such as tunnels, temporarily blocking radio access.

3. PROBLEMS ARISING FROM USING ORIGINAL TCP
IN 2.5G/3G NETWORKS

This section presents the problems arising from us-
ing original TCP in the 2.5G/3G network environment.
Along with the link characteristics presented in the pre-
vious section, this section aims to explain why optimiza-
tions to TCP are needed in order to improve its perfor-
mance in 2.5G /3G networks.

As mentioned earlier, TCP originally was designed
for wired networks, therfore its operation is based on
optimizing data transportation over links in these net-
works. Section 2 showed that the characteristics of links
in 2.5G/3G networks differ considerably from those of
the wired networks. The main problem with using orig-
inal TCP in 2.5G/3G networks is the following: When
a timeout occurs, original TCP assumes that the prob-
lem is caused by congestion in the network, since almost
all packet losses in wired networks are caused by con-
gestion. As a consequence TCP acts accordingly, which
means backing off and therefore reduce the congestion.
However, in 2.5G /3G networks, congestion cannot be as-
sumed to be the cause of TCP timeouts, e.g. handovers,
high delay jitter or bandwidth oscillations can be the
source of the problem as well, resulting in TCP adapt-
ing to changed conditions too slowly [19]. Next, we will
consider each of the characteristics of wireless links intro-
duced in the previous section and investigate how original
TCP adapts to them.

The value of the data rate does not itself create any
problems, but combined with the long delays of wire-
less networks the size of the TCP window needs to be
large enough. Especially in 3G networks the value of the
bandwidth-delay product (BDP) may be so high that a
window larger than the maximum of 64 KB is needed
to reach optimal performance. The quick changes in
data rates caused by e.g. handovers can also cause non-
optimal adaptation to the new rate by TCP.

Link-layer error correction schemes decrease the packet
loss rate to a level not introducing problems for original
TCP. However, the additional delay jitter produced as a

side effect of these schemes can again leave TCP unable
to adapt optimally to the changing circumstances.

The long delays in 2.5G/3G networks means that it
takes more time for TCP to adapt to changes, but this is
normal behavior, the real problem is the delay jitter caus-
ing unnecessary timeouts and retransmissions. Severe de-
lay jitter can cause the throughput of TCP connections
to decrease significantly.

4. TCP OPTIMIZATIONS FOR 2.5G/3G WIRELESS
NETWORKS

This section presents techniques that can be used to op-
timize the performance of TCP over 2.5G/3G networks.
The operation of each technique is described; advantages
and possible drawbacks are presented. For some tech-
niques the general opinion of researchers investigating the
technique is presented.

The techniques are grouped into three categories, pre-
sented in separate subsections of this section. The first
group contains techniques striving to improve TCP per-
formance with optimizations below the transport layer,
i.e. modifications are not done to the TCP protocol it-
self. The second group contains techniques modifying the
actual TCP protocol in order for it to better adapt to the
demands of 2.5G/3G networks. Finally, the third group
holds other techniques for optimizing TCP for wireless
networks, usually including an intermediate node.

4.1 Optimizations below the transport layer

This subsection contains optimizations made in layers be-
low the transport level aiming at improving the perfor-
mance of TCP in wireless networks.

4.1.1 Link layer error correction. Link layer error
correction is part of the 2.5G/3G specifications, mak-
ing it available throughout 2.5G/3G networks. A com-
bination of ARQ (Automatic Repeat reQuest) and FEC
(Forward Error Correction) is used to improve the end-
to-end reliability of these networks. Several different
ARQ/FEC schemes exist, different schemes might be
used at separate locations. It should be noted that al-
though ARQ/FEC improves the bit error rate consider-
ably in 2.5G /3G networks, it does not guarantee reliable
delivery, thus TCP is still needed to accomplish com-
pletely reliable end-to-end transmissions.

The advantage gained by using link layer error correc-
tion is obvious. Without link layer error correction the
bit error rate on end-to-end connections would be consid-
erably higher, introducing extensive amounts of TCP re-
transmissions. Since original TCP assumes that the cause
of packet losses is congestion and backs off when encoun-
tering timeouts, packets lost in wireless networks due to
bit errors could cause the TCP connection to starve. Er-
ror correction at the link layer reduces the bit error rates
to the levels of wired networks, therefore removing the
problem of TCP starvation. The disadvantage of link
layer correction is delay jitter introduced by link layer
retransmissions when packets are lost.

The advantages of link layer error correction easily
outweighs the disadvantages, the technique not only im-
proves the performance of TCP but the overall perfor-
mance of 2.5G/3G networks as well. Consequently, link
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layer error correction is included in the 2.5G/3G specifi-
cations.

4.1.2 Path MTU discovery. The path maximum
transfer unit (PMTU) is the size of the largest packet
able to travel from sender to receiver over an IP network
in one whole piece. Sending packets smaller than the
PMTU imply a more header information per sent data
byte, sending packets larger than the PMTU causes frag-
mentation overhead as well as retransmission of several
fragments when if only one fragment is lost.

Path MTU Discovery [18] is a technique for finding
out the PMTU, adapting the packet size to the PMTU
in order to maximize data throughput. In order to find
out the PMTU, packets are sent with progressively in-
creasing sizes. Each IP packet has its 'Don’t Fragment’
-bit set, in which case routers encountering packets larger
than they can send in one piece should discard the packet
and send an ICMP message back to the sender, who then
knows the PMTU. The advantage of Path MTU Discov-
ery is the optimal header/data rate, enabling better data
throughput. Problems arise e.g. when routers do not
send ICMP messages back to the sender correctly (black-
hole routers), solutions to this problem and others exist
[16] and are widely used in PMTU Discovery implemen-
tations.

The Path MTU Discovery technique is in several pa-
pers recommended for use in wireless networks [19; 11; 7].
Studies indicating that the PMTU necessarily isn’t the
optimal packet size in wireless networks also exist [3], but
further research is still needed.

4.1.3 Compression. By compressing TCP/IP pack-
ets, the same amount of data can be transferred us-
ing fewer bytes, thus improving throughput. Two kinds
of compression exists; header compression and payload
compression.

Header compression reduces header overhead by com-
pressing the header and sending only changed parts of
the header. The initial Van Jacobson header compression
[12], does not perform well in environments where packet
losses occur frequently since each lost packet causes the
loss of all packets in the current TCP window. RFC2507
[8] addresses and fixes this particular problem, but nei-
ther RFC1144 nor RFC2507 compression performs well
when the TCP Timestamp Option [14] is used, since con-
stantly changing timestamp causes the header not to be
compressed. The IETF Working Group ROHC (RObust
Header Compression) works on developing header com-
pression schemes performing well in wireless networks as
well. Dawkin et al. [7] among others recommend using
RFC2507 compression when not using Timestamp Op-
tions, using RFC1144 compression is only recommended
when using reliable links.

Compressing the IP payload can reduce the amount
of data to be transmitted over the connection. The only
drawback of IP payload compression is the processing
overhead introduced. Since increasing amounts of data
is compressed already at the application layer, payload
compression cannot further compress the data, hence ex-
tra processing overhead is sometimes introduced. How-
ever, this overhead is rather insignificant and IP payload

compression is generally recommended in networks with
low data rates, although no remarkable gains are to be
expected.

4.2 TCP protocol optimizations

This subsection contains techniques for optimizing the
TCP performance in 2.5G/3G networks by direct modi-
fications to the TCP protocol.

4.2.1 Initial window size. The initial TCP window
size specifies how many segments the initiator of a TCP
connection sends before waiting for acknowledgements.
Original TCP uses an initial window size of one segment.
Using a larger initial window size reduces idle times in the
beginning of transmissions, speeding up transmissions of
small data amounts such as most email and webpage
transmissions. Packet losses and poor performance in
congested networks are possible disadvantages of larger
initial window sizes [1]. Most recommendations suggest
using an initial window of at least 2 segments, studies in-
dicate that sizes of up to 4 segments using the algorithm
specified in RFC2414 would be beneficial to use [21].

4.2.2 Window scale option. The maximum window
size of TCP is limited to 64 KB by the specification of
original TCP. In networks with high delays and sufficient
bandwidth, i.e. the bandwidth delay product (BDP) is
high enough, the amount of data traversing the network
simultaneously when the throughput is optimal, might
exceed this value. In 2.5G networks this will not be the
case, but 3G network bandwidths along with long delays
might in the future require larger window sizes in order
to reach their maximum throughput.

The TCP window scale option [13] provides a solution
to this problem. Upon initiation of the TCP connection
a window scale factor is sent with the SYN segment. If
the receiver supports window scaling, it will send its own
scale factor in response. Both parts need to support win-
dow scaling in order for the technique to be used. Using
the window scalin% option the new maximum size of the
TCP window is 2°° bits, more than 1 GB.

Although the window scaling option probably won’t
be needed in 2.5G/3G networks in the near future, the
technique can already be taken into use as the cost of its
use is minimal. When window scaling is not used, not a
single extra bit is sent over the network, and when used
it is included only in the two connection-initiating SYN-
segments. Having no real disadvantages, the technique is
in fact already included in most of the modern TCP im-
plementations, as it is beneficial for all TCP connections
with high BDP, e.g. networks where data rates reach
gigabit values.

4.2.3 Selective acknowledgements. Original TCP ac-
knowledgements contain the number of the next segment
expected to arrive. In case one or more segment is lost,
the receiver will include the number of the first lost seg-
ment in the acknowledgement sent upon reception of new
packets. If the segments received after the lost segments,
fit in the recipients window they will be accepted. The
sender will, however, not know which packets arrived af-
ter the lost packet, and will either have to retransmit
just one segment and then wait for the acknowledgement
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to find out which segment to send next, or retransmit
several segments that actually might have reached the
recipient already.

Selective acknowledgements [17] provide a solution to
this problem. The technique is based on the TCP op-
tion mechanism. When a recipient of TCP data notice
that segments have been lost (or possibly delayed), a nor-
mal acknowledgement is sent. Included in the TCP op-
tions of the acknowledgement is the selective acknowl-
edgement. The selective acknowledgement contains the
sequence numbers at the left and right edges of the blocks
of segments missing. The maximum amount of missing
blocks that can be specified is four (three, if the times-
tamp option is used). Using the selective acknowledge-
ments received, the sender is often able to retransmit all
missing segments at once.

Selective acknowledgements improve performance in
environments where losses of bulks of segments are pos-
sible. In 2.5G/3G networks this phenomenon is possible,
e.g. handovers or temporal loss of network connectivity
caused by blocking objects can at times lead to the loss of
several segments at once. Especially 3G networks, having
higher bandwidth, are exposed to the problem.

Although the selective acknowledgements are known to
improve TCP performance only slightly in wireless net-
works, it has no serious disadvantages, except for the
complexity involved in the implementation. In conse-
quence, several papers recommend using selective ac-
knowledgements [11; 19; 20].

4.2.4 Timestamps option. Original TCP uses one
round trip time (RTT) sample per window of data to up-
date its retransmission timer. In traditional wired net-
works, with short delays and small variations in round
trip times, this method is sufficient, but in 2.5G/3G
networks, where delays are long and considerable vari-
ations in round trip times occur frequently, the described
scheme might not be sufficient enough.

TCP timestamps option [14] attempts to improve RTT
estimations in order to make TCP respond more quickly
to fluctuations in RTTs. Using TCP options, a times-
tamp is incorporated into each sent TCP packet. Upon
reception of a packet, the receiver includes the timestamp
contained the packet in the corresponding acknowledge-
ment, i.e. the receiver effectively echoes the received
timestamp back to the sender. The sender can then
calculate the RTT by comparing timestamp values of
received acknowledgements to the current time. Since
timestamps are included with each sent packet, the par-
ties are able to update their retransmission timers more
frequently than when using original TCP, which should
reduce the amount of unnecessary retransmissions. Both
parties are required to support the timestamps option,
otherwise it cannot be used.

There are some disadvantages involved in using the
timestamps option. First, extra header overhead is cre-
ated as 12 additional bytes are included in each sent
packet. The additional bytes do hardly affect the data
rate of high speed connections, but might have a small
effect on slow speed networks, such as 2.5G networks.
Second, using the timestamps option effectively makes
header compression useless, as described in section 4.1.3.

The ROHC (RObust Heading Compression) IETF Work-
ing Group is working on compression schemes enabling
the use of the timestamps option.

Despite the disadvantages mentioned, research per-
formed indicates that using the timestamps option is ben-
eficial [10; 27] at least in networks with the characteris-
tics of 2.5G/3G networks. Therefore its use is generally
recommended when header compression is disabled.

4.2.5 Ezplicit congestion notification. No actions are
taken upon congestion before packets have been lost in
original TCP. If preventive actions would be taken before
any packets are lost, the amount of TCP retransmissions
could be reduced and overall TCP performance would in-
crease. Explicit congestion notification (ECN) [23] tries
to accomplish this.

Routers employ active queue management techniques
in order to reduce the risk of congestion in the network.
Random early discard (RED) is one such technique, ran-
domly discarding packets arriving in burst in order to
prevent congestion. Explicit congestion notification is an
extension to RED, causing the routers to mark some of
the IP packets instead of dropping them. TCP can then
exploit these packets in order to prevent retransmissions.
When a receiver of TCP data receives a marked packet,
i.e. the 'Congestion Experienced’ bit is set; this informa-
tion is echoed to the sender using the reserved bits in the
flag field of the TCP header. The sender reacts to the
congestion notification by triggering the same congestion
avoidance algorithm it uses when timeouts occurs, i.e.
backing off for a while. This enables TCP connections to
back off before packets are lost avoiding the need to re-
transmit packets normally lost before the congestion was
noticed.

The greatest difficulty in applying this technique is
the need of intermediate routers in the network to sup-
port ECN in order to achieve improved performance over
end-to-end TCP connections. Otherwise ECN has no
major disadvantages, the additional processing needed
is insignificant and absolutely no extra traffic is gener-
ated. Researchers have found ECN to be useful [25],
especially in low bandwidth networks with higher than
normal probability of congestion.

4.3 Other optimizations

This subsection contains two techniques for optimizing
TCP performance in 2.5G /3G networks using intermedi-
ate nodes. Numerous different implementations of both
split TCP and performance enhancing proxies exist, here
we try to explain the main principles of the techniques.

4.3.1 Split TCP. The endpoint of the majority of
TCP connections initiated in 2.5G/3G networks will re-
side in the wired network; usually the target is a server of
some content, e.g. webpages, multimedia or email. This
implies connections will consist of two very contrasting
parts. One part will traverse the wireless network, with
long delay, low bandwidth, high delay jitter etc., as the
other part will traverse the wired network, which links
have completely different attributes.

Split TCP techniques strive to improve TCP operation
by splitting connections in two, one TCP wireless network
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connection and another wired network connection. The
connections are joined by an intermediate node located at
the border between the wired and the wireless network.
The advantage of this technique is obvious, the perfor-
mance of the two connections can be optimized for their
environment, i.e. techniques optimizing TCP in wireless
networks can be used on one connection while other opti-
mizations can be used on the other. The major drawback
with split TCP is the fact that TCP end-to-end seman-
tics are broken. This breaks e.g. the IPSec end-to-end
security. In addition, if the intermediate node becomes
unavailable, the connection breaks, whereas it normally
only would have been rerouted over another path. Han-
dovers in wireless networks could further complicate the
operation of split TCP [19].

Several techniques using split TCP have been devel-
oped including I-TCP [2], Mowgli [15] and MTCP [26].
Due to the amount of complications originating from us-
ing split TCP, its use is currently not recommended by
many, but in case those difficulties can be solved, there
is a lot to gain using split TCP.

4.3.2 Performance enhancing prozies. By perfor-
mance enhancing proxy (PEP) is usually meant any soft-
ware residing in an intermediate node, aiming to improve
the speed at which requested data arrives at the destina-
tion. Some PEPs try to optimize throughput by address-
ing the transport layer, while others direct their atten-
tion at the application layer (application level proxies),
we will concentrate on the first alternative as application
level proxies usually do not address TCP related issues.

PEPs can use a wide range of different mechanisms
for improving TCP performance. For example, a PEP
can locally acknowledge packets from the sender, cache
them and then locally handle retransmissions occurring
when packets are lost between the PEP and the desti-
nation, thus enabling faster loss recovery. Other mech-
anisms that can be used by PEPs include tunneling of
messages, packet compression, split TCP, etc. [5].

Numerous PEP implementations exist, such as
SNOOP [4], WTCP [24] and M-TCP [6]. Most of the
implementations are relatively new and not thoroughly
tested yet, improved TCP performance can be expected
if research proves some of the implementations suitable
for 2.5G/3G environments.

5. CONCLUSION

The introduction of 2.5G/3G capable mobile devices is
expected to trigger an exponential growth in the amount
of packet switched data traversing the 2.5G /3G networks.
The most popular transport protocol of wired networks,
TCP, was developed for use in wired networks and does
therefore not perform optimally in 2.5G/3G networks.
This paper presented some of several techniques aiming
at improving the performance of TCP in environments
similar to those of 2.5G/3G environments.

First, we presented the differences between wired and
wireless networks, the increased delay and delay jitter be-
ing the major difference. Also the data rate and packet
loss rate deviations where discussed. Then, the prob-
lems arising from using original TCP in 2.5G/3G envi-
ronments were listed. Several of the problems stem from

the fact that TCP interprets timeouts as congestion in
the network. Finally, techniques for improving the per-
formance of TCP were presented. Some techniques aim
at improving TCP performance by modifications in lay-
ers below the transport layer, while others attempt to
optimize TCP by direct modifications to the protocol. A
few techniques using intermediate nodes to improve TCP
performance were also introduced.

Most of the presented techniques could show advan-
tages that easily outweighed the corresponding disadvan-
tages. Consequently, the majority of the techniques pre-
sented in this paper are standardized and some of them,
e.g. window scale option, selective acknowledgements
and timestamps option, are already implemented in many
current TCP stacks. In addition, link layer error correc-
tion was considered of such importance that 2.5G/3G
specificators decide to include it directly in the specifi-
cation. Further research is needed before split TCP and
performance enhancing proxies can be deployed.

In conclusion, the presented techniques certainly im-
prove the performance of TCP in 2.5G/3G networks.
Further improvement is still needed, but research in this
area is very extensive and new solutions are bound to
arrive unceasingly. As of now, it seems quite likely that
TCP will establish itself as the primary transport proto-
col in the 2.5G/3G wireless environment as well.
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