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Mobility, the buzzword of wireless generation has paved the way to invent significant features that makes communication more
easier. Mobile Internet Protocol (Mobile IP) is a standard protocol used in mobile computing and networking making the dream

of seamless connection to the net a reality.

This paper gives a brief functional description of Mobile IP based on the International Engineering Task Force (IETF) standards
and current implementations. The architectural description and requirements of Authentication, Authorization and Accounting
(AAA) for Mobile IP, specifically for IPv6 is discussed in detail. The paper concludes with a brief on the merits and the prospects

for the future of AAA using Mobile IPv6.

1. INTRODUCTION

Mobile IP assists the mobile terminals to move from one
link to another without changing its home address [12].
This concept is an emerging technology in the field of
wireless communications. The successful transition from
wired to wireless mobile phones has clearly shown the
overwhelming response from the end users for wireless
technology. This success has contributed to the increase
in research in the area of Mobile IP. Based on the concept
of Mobile IP, the services provided by these applications
can roam among different wireless networks. Therefore,
it is important to study about the authentication, au-
thorization and accounting services involved in Mobile
IP. The following concepts are discussed in detail in this
paper. The terminologies involved in Mobile IP, the con-
cepts of Mobile IPv4, Mobile IPv6 and the advantages of
Mobile IPv6 are described in detail in Section. 2. Intro-
duction to AAA with the terminologies and architecture
is analysed in Section. 3. Section. 4 presents the AAA
requirements for Mobile IP. The subsections include the
implementation of AAA for both the versions of Mobile
IP and compares the features of existing protocols. Fi-
nally, Section. 5 details the implementation issues and
the future of AAA for Mobile IP, specifically for Mobile
IPv6.

2. OVERVIEW OF MOBILE IP

Mobile IP is a proposed standard protocol that builds on
the Internet protocol by making mobility transparent to
applications and higher level protocols like Transmission
Control Protocol (TCP)[13].

2.1 Terminologies involved in Mobile IP

Mobile Node (MN): The terminal which roams within
and among networks without changing its home address
[12]. Personal Data Assistant (PDA), mobile phones are
examples of mobile node.

Home Agent: A router on the home network of mobile
node that maintains the identity of mobile node. It tun-
nels the data packets to the mobile node when it is away
from the home network[12].

Foreign Agent: A router on the visited network. It
decapsulates and delivers the data packets to the mo-
bile node that were tunneled by mobile node’s home
agent[12].

Correspondent Node: A peer with which the mobile
node is communicating. The correspondent node can be
either mobile or stationary[12].

Mobility Binding: The association of a home address
with a care-of-address, along with the remaining life time
of that association.

Home Address: TP address assigned to a mobile node,
used as the permanent address of the mobile node [12].

Home Subnet Prefiz:  The IP subnet prefix corre-
sponding to a mobile node’s home address[7].

Home Link: The link on which a mobile node’s home
subnet prefix is defined[7].

Foreign Subnet Prefiz: IP subnet prefix other than
the mobile node’s home subnet prefix [7].

Foreign Link: Link other than mobile node’s home
link.

Binding Update: This is used by a mobile node to the
correspondent node or the mobile node’s home agent to
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inform about its current binding.
Binding Acknowledgement:  Acknowledgement mes-
sage used to acknowledge the receipt of Binding Update.

2.2 Basic concept of MobilelPv4

The mobile node does not use the mobility services when
it is within the home network. The mobile node deter-
mines its movement to a foreign network with the help of
the agent advertisements' [12]it receives. Once the mobile
node discovers that it is attached to a foreign network it
obtains a care-of-address(COA). This care-of-address can
be obtained from any of the two methods, namely, foreign
agent care-of-address or co-located care-of-address.

Foreign agent care-of-address is assigned by the foreign
agent as a result of the solicitation request sent to it by
the mobile node. This request is forwarded to the home
agent through the foreign agent. When the home agent
accepts the request, it sends a reply message to the mo-
bile node through the foreign agent. This reply message
is often termed as mobile binding.

Co-located care-of-address is assigned by some exter-
nal services like Dynamic Host Control Protocol (DHCP).
In this method, the mobile node directly contacts the
home agent for registration. When the home agent ac-
cepts the registration request it sends a reply message
with the mobile binding to the mobile node.

After registration, the data packets sent to the home
address of the mobile node are receieved by the home
agent. The home agent tunnels the data packets and
sends it to the tunnel endpoint. The tunnel endpoint
can be either a foreign agent or the mobile node itself,
based on the care-of-address. This process of tunneling
data packets is called encapsulation. It is used to hide
the home address of the mobile node. In the tunnel end-
point the data packets are decapsulated and forwarded
to the mobile node.

The data packets from the mobile node are sent to the
correspondent node through foreign agent. This process
need not involve the home agent. The routing method in
Mobile IPv4 is generally termed as triangular routing.

Whenever the mobile node returns back to the home
network it has to deregister with the home agent. Before
the time period for the particular association expires, the
mobile node should renew the registration.

2.3 Basic Concept of Mobile IPv6

In Mobile IPv6, when the mobile node is in its home link
the packets sent to the home address are transferred using
the usual Internet routing procedures. The subnet prefix
of the mobile node’s home address will be the same, in
Mobile IPv6, as that of one in the home link’s subnet
prefixes.

When the mobile node detects that it is in a foreign
network, it gets a care-of-address through the stateless
or stateful address autoconfiguration methods based on
IPv6 neighbour discovery[7],[10]. The mobile node re-
quests a router in the home link to be its home agent.
Thus it sends a binding update to the home agent for

registration, which is acknowledged with the binding ac-
knowledgement. If a mobile node has more than one
care-of-address, it registers any one care-of-address with
the home agent as primary care-of-address. Fig. 1 ex-
plains the data transfer between mobile node, correspon-
dent node and the home agent. After registration, the
packets coming from the correspondent node to the mo-
bile node’s home address is tunneled to its care-of-address
by the home agent. When the mobile node receives the
tuneled packets, it sends a binding update to the cor-
respondent node. The correspondent node acknowledge
the binding update to the mobile node. The data pack-
ets are then directly sent to the mobile node’s current
care-of-address. A return routability test is performed to
authorize the establishment of binding[7].

If the home agent is reconfigured it is detected by
the mobile node using ’dynamic home agent discovery’
in IPv6[13].

2.4 Advantages of Mobile IPv6 over Mobile IPv4

(1) There is no need for a separate foreign agent in
Mobile IPv6.

(2) Tunneling of data packets from the home agent to
mobile node’s current care-of-address is highly reduced.

(3) The data packets are directly sent to the mobile
node’s current care-of-address.

(4) Mobile IPv6 uses the mechanism of dynamic home
agent discovery.

(5) Security is ensured using IPv6.

(6) Ipv6 has an increased address size upto 128 bits
and it supports auto-configuration.

(7) It efficiently uses the return routability test to con-
firm the flawless data transfer between the mobile and
correspondent nodes.

3. OVERVIEW OF AAA

AAA is a concept that includes authentication, autho-
rization and accounting for networks. This helps to have
a control over the activities of users on the network.

3.1 Terminologies involved in AAA

Subscriber: The end user who is paying for the services
provided.

Authentication: The procedure of verifying and vali-
dating user credentials to confirm whether they are the
entitled subscriber for the service.

Authorization: The procedure of identifying and con-
firming the level of services allowed for a particular user.

Accounting: It involves maintaining log of service uti-
lization by the user, cost allocation, auditing and trend
analysis. Billing the user is done based on the service
utilization.

AAA Home Server (AAAH): The server associated
with the home agent.

Foreign AAA Server (FAAA): The server associated
with the foreign agent.

1 Agent advertisements are transmitted by mobility agents to advertise its services on link. Mobile node uses these advertisements

to determine their current point of attachment to the Internet
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Fig. 1. Concept of Mobile IPv6.

Attendant: A node designed to provide the service
interface between a client and the local domain [8].

Client: A node requests a service from an attendant
within a administrative domain.

Local domain (AAAL): Administrative domain con-
taining the AAA infrastructure of immediate interest to
Mobile IP client when it is away from home.

Broker : A trusted intermediary agent between two
AAA servers to obtain and provide valid authorizations
and user credentials(8].

Network Access Identifier (NAI): The userID submit-
ted by the client during Point-to-Point Protocol (PPP)
[15] authentication. In roaming, the purpose of the NAI
is to identify the user as well as to assist in the routing
of the authentication request[1].

3.2 Architecture of AAA

AAA architecture is divided into two main types, namely,
generic and Application Specific. Generic architecture
can perform the operations of authentication, authoriza-
tion and accounting. As the applications using AAA are
unique, the application specific knowledge is essential.
Application Specific Modules (ASM) perform this func-
tion, and it is interfaced with the generic AAA server.

The components involved in the Generic AAA archi-
tecture include:

Event Log: This is maintained for the auditing pur-
poses. It is also used for authorization as certain autho-
rization decisions depends on the previous logs.

Policy Repository: Database used to store the policy
rules based on which the decisions are taken.

Request Forwarding: Mechanism used to handle the
multiple administrative domain.

Using these components the AAA server interactions
is explained as follows:

(1) As AAA does not know how to handle the appli-
cation specific part, the request submitted by the user
should be well structured.

(2) The ASM interfaced with AAA takes care of ap-
plication specific part.

(3) Authorization decision is made based on the event
log and policy rules in the repository.

(4) The components are then forwarded to another
AAA server for evaluation.

3.3 Basic requirements for AAA

The basic requirements depend on all the three interde-
pendent modules of AAA.

(1) The authentication procedure should be strict to
avoid the replay attacks and man-in-the-middle attacks.

(2) Authorization procedure accepts a trusted third
party to transact the details between AAA servers for
evaluation of user’s request. In such a case, an end to
end security should be provided.

(3) In accounting, consideration should be given for
fault tolerance, resource consumption and data collection
model[3].

4. AAA FOR MOBILE IP

Mobile IP is becoming a popular concept. As the users
are allowed to connect to any network at any time using
Mobile IP, it is essential to have a well organized AAA
procedure. This helps to have a good control over the
services received by the user from foreign domain.

Fig. 2 describes the ouline of AAA for Mobile IP.

4.1 AAA implementation for Mobile IPv4

When the mobile node roams within the home link, the
AAA architecture is implemented simliar to that of the
normal wired networks. Once the mobile node starts
roaming among networks, it should be authenticated and
authorized before it starts getting a service from the for-
eign domain. For approving the request received from
the user, the foreign domain depends on the home do-
main of the mobile node to get the user credentials. The
agent(attendant) in the local domain receives the request
and forwards it to the local authority which is also in the
same domain of the agent. As the local authority does not
have the user details to authorize, it contacts the home
domain of the mobile node. The home domain sends
the user details through the secure interaction between
these two domain. Broker can also be used between two
servers.|[§]

When the Mobile IP agents are involved in the pro-
cedure, the foreign agent acts as a translation agent be-
tween the Mobile IP and AAA.
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4.2 AAA implementation for Mobile IPv6

Fig. 3 shows the basic steps involved in the implementa-
tion of AAA for Mobile IPv6. Mobile IP with dynamic
IP addresses have more simpler and secure methods than
Mobile IPv4 in implementing the AAA architecture. In a
mobile node using the stateless address configuration of
IPv6 version, NAI is used to obtain the dynamic address
in the foreign domain linking the AAA authorization to
it. The router itself acts as the agent (attendant) for
AAA. When the host (IPv6) is connected to the network,
it sends a router solicitation request with extensions to
carry NAT and AAA. The router accepting the request
extracts the user credentials for itself, and also forwards
the same to AAAL. In AAAL, the authorization is val-
idated, and the reply is sent to the router with AAA
reply. The router adds the host address in its neighbour
cache if the authorization succeeds. The advantage of
this method is that, the number of transactions made for
messages is reduced.[4]

For a stateful address autoconfiguration, like DHCP
the clients first send DHCP solicitation request to the
DHCP servers in the network. When the AAA autho-
rization is required, the DHCP request message with the
MN-NALI extension containing the AAA data is sent to
the DHCP server by the DHCP client. The DHCP server
extracts the NAI and AAA data from the extensions and
sends to AAAL. From AAAL, the data is forwarded to
AAAH through the AAA network, where the user cre-
dentials are processed. AAAH creates a reply message
based on the processed user credentials and it is sent to
AAL, DHCP server and to the DHCP client. The reply
received by AAAL from AAAH is interpreted to sepa-
rate the required details, and determine the details to be
delivered to the DHCP server and to the local network.
The reply from AAAL, is used by the DHCP server to
create a DHCP reply message containing the acceptance
or rejectance of the lease with MN-AAA extension and
the encrypted data received from the DHCP client. [4]

4.3 Existing AAA protocols

The Remote Authentication Dial In User Service (RA-
DIUS)[14] and DIAMETER|[11] are popular among the
existing AAA protocols.

RADIUS is not a perfect architecture as it is vulber-
able to security attacks. Confidentiality during transfer
of data is not guaranteed in RADIUS as it does not pro-
vide end-to-end security. Therefore, it is subjected to
attribute editing, password theft, account modification
and action replay attacks. Also, it does not support no-

[5]

AAA and Mobile IP.

tification or retransmission of lost data.

DIAMETER is designed to overcome the inefficiencies
of RADIUS. It uses the extensions for application spe-
cific implementations. It guarantees data integrity and
confidentiality. It has the ability to notify the server in
case of lost data and error messages could be sent to the
client.

5. CONCLUSION

The implementation of AAA for Mobile IP involves com-
plex issues such as security, message transaction and de-
cision making. Comparing the implementation issues
in IPv4 and IPv6 versions, IPv6 has desirable merits
namely, IPSec and address management. Therefore,
standardising and implementing the AAAv6 architecture
will be helpful when the complete transition from IPv4
to IPv6 occurs.

Moreover, the three modules of AAA are interdepen-
dent. Hence, all the three modules has to be defined and
designed clearly such that it should be transparent to
the end users, irrespective of the IP version used. The
number of data transactions involved in the authorization
procedure has to be reduced. The AAA server should be
prepared to handle any number of requests at the same
time.

The future work of AAA for Mobile IPv6, needs more
study on the policy rules, to determine the authentica-
tion and authorization of the subscriber. To ensure con-
fidentiality and to avoid the security attacks as discussed
in subsection. 4.3, end-to-end security should be guar-
anteed. The use of digital signatures can be efficiently
implemented to overcome the security issues. Once the
mobile networking becomes a user friendly technology,
AAA will have its powerful role to play.
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