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SIMPLE - SIP for Instant Messaging and Presence Leveraging Extensions

This document describes shortly what SIP protocol is and how it is extended for instant message and presence leverage. Current
implementations are not perfectly compatible with each other and this document describes some of these problems. The document
contains an overview about current clients and server implementations. It also discusses about firewall and NAT compatibility

and problems they cause.

1. INTRODUCTION

The fact is that people want to communicate with each
other. This is the main reason why mobile phone in-
dustry has kept on growing so rapidly. But the voice
communication is not always the best way for communi-
cation. In the past writing a letter and nowadays e-mail,
have been good ways for communication. The SMS mes-
sage boom has showed that there is a need for new text
based instant messaging systems. Although most peo-
ple nowadays have phones and they use SMS messages
in their everyday life, there is still a great demand for
better realtime instant messaging systems accessible for
many different devices. One might say that you should
use IRC (Internet Relay Chat) for instant messaging with
your friends. That could be a good solution in some sit-
uations, but the truth is that IRC is not a very practical
for the conversation that SMS’s makes possible. As a re-
sult there are several competing instant message systems
available in the Internet. The biggest players like Mi-
crosoft and AOL have their own instant message systems
which are not compatible with each other. Some smaller
companies have started to produce clients which are com-
patible with these message systems and allow same user
to be signed on several IM systems with a single client
software. The evitable question will be wheather it is pos-
sible that instant message systems could be compatible
with each other?

2. WHAT IS SIP

Instant messaging clients need to create connection be-
tween talking parties. The Session Initiation Protocol
(SIP) [5] is a protocol which enables internet endpoints
(user agents) to discover one another and to agree on
a characterization of a session they would like to share.
Many Internet applications transfer real-time multime-
dia session data such as voice, video or text messages

over the Internet and the SIP protocol works in concert
with these protocols. The SIP enables the creation of
an infrastructure of network hosts (called proxy servers)
to which user agents can send registrations, invitations
to sessions, and other requests. SIP is an agile, general
purpose tool for creating, modifying and terminating ses-
sions which works independently of underlying transport
protocols and without dependency on the type of session
that is being established.

[5]

3. WHAT IS SIMPLE

Session Initiation Protocol (SIP) provides a mechanism
that can be used in presence leverage and in session ori-
ented communication, but it does not provide mecha-
nisms for instant messaging. This chapter will demon-
strate two solutions for adding instant messaging to the
SIP protocol. There is also a description how presence
modes are transferred in SIP protocol.

[6]

3.1 Instant messaging

[6] defines instant messaging in the following way: Instant
messaging is defined as the exchange of content between a
set of participants in near real time. Generally, the con-
tent is short text messages, although that need not be the
case. Generally, the messages that are exchanged are not
stored, but this also need not be the case. IM differs from
email in common usage in that instant messages are usu-
ally grouped together into brief live conversations, con-
sisting of numerous small messages sent back and forth.

Instant messaging as a service has been in existence
within intranets and IP networks for quite some time.
Early implementations include zephyr, the UNIX talk ap-
plication, and IRC. More recently, IM has been used as
a service coupled with presence and buddy lists; that is,
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when a friend comes online, a user can be made aware of
this and have the option of sending the friend an instant
message. The protocols for accomplishing this are all pro-
prietary, which has seriously hampered interoperability.

The following subsection gives quite a technical de-
scription about how SIP protocol is to be extended to
allow instant messaging. There are actually two different
implementations. Both have their own advantages and
disadvantages. The first one (paging mode) uses SIP sig-
naling channel also for instant messaging and the second
one (session mode) features separate signaling and pay
load channels. The paging mode specification is quite
ready and there are clients and servers available which
uses it. The session mode is still under development and
there are not any publicly available applications that uses
it.

3.1.1 Paging Mode. Paging Mode uses new SIP
MESSAGE method that is defined for carrying instant
messages as payload in SIP protocol. This means that
it uses the SIP signaling channel to transfer messages.
In Paging Mode conversation between two users oper-
ates in the following manner: User generates new SIP
request that contains MESSAGE method. The request
URI (Uniform Resource Identifier) [8] of this request is
normally in the following form: ”im:user@domain”, but
it can also be a device address in situations where the
client has current information about the recipients loca-
tion. This can be implemented by making a user presence
system to supply up-to-date user device address informa-
tion for the client. SIP request body contains the instant
message sent, which can be of any MIME types. The
message may traverse trough a set of SIP proxies.The
address resolution rules detailed in SIP [5] specifications
are used to locate each hop. In normal case the final re-
cipient replies with SIP 200 OK message which will be
returned to the sender as with any other SIP request.

[6]

Althought the paging mode is the mode that is in use
in currently available SIP IM clients, it still has some
problems:

(1) Proxies can fork SIP IM’s to multiple parties be-
cause the MESSAGE is sent as a regular SIP request.
IM’s should be delivered only to the user that it was
originally ment for, not to anyone else.

(2) Messages can be redirected to somewhere else than
they were originally sent and the other peer never gets
the message.

(3) It can be possible that MESSAGE requests can get
record-routed. This can cause the override of the original
request route used.

(4) It is not clear how separate paths for signaling and
payload could be used in this mode.

(5) Congestion control can not be implemented. SIP
requests normally use UDP and there is no way to pre-
vent MESSAGE request within a session from traversing
a UDP hop.

Despite of these disadvantages, there are clear benefits
using of the use of SIP MESSAGE method. Because SIP
messages travel trough proxies, the proxies can work as

a intermediaries which provide a solution for firewall and
NAT traversal.

[7]

3.1.2 Session mode. The newer proposal by IETF
SIMPLE working group [1] Is session mode instant mes-
saging. Eventhough it uses different paths for signaling
and payload transmission, it does not define a new proto-
col. It defines some new SDP attributes that enables the
usage of the STP MESSAGE request for session model.

How session mode works in practise? Typical conver-
sation goes like this: Caller sends a SIP INVITE mes-
sage to its proxy. Proxy adds relay information to the
sip message and then sends it to callee. Callee replies
with SIP 200 OK message to the proxy. Proxy adds re-
lay information also to this message and forwards it to
caller. After that proxy has no control to the conversa-
tion. Caller sends SIP ACK to callee and conversation
may begin. All following SIP MESSAGE and SIP 200
OK messages have route headers which forces them to be
delivered trough a relay server. Relay removes the route
header from the send messages and puts the messages
forward to their destination. When conversation ends,
the SIP BYE and SIP 200 OK messages are sent directly
from peer to peer.

Session mode proposal is designed to solve all the dis-
advantages defined in (Sec. 3.1.1)

(1) Forking is not possible. [5] says that the location
service cannot be executed if the proxy does not have
control over the domain in the requested address. Also
forking can only occur when location service is executed.
Proxy does not ever own the domain of the callee, which
causes that forking never occur.

(2) Redirection can not happen for same reasons.

(3) Record-routes from the MESSAGE, if present, are
always ignored. The route for the MESSAGE requests is
learned from the Session Description Protocol.

(4) Signaling and payload travel trough their own
paths. The path of signaling SIP requests is determined
from the record-route headers. The path of MESSAGE
messages of IM conversation is set by hop headers of Ses-
sion Description protocol.

(5) The hop field, which tells the address of congestion
controlled relay server, must be added to the messages by
the proxies.

[7]

3.2 Presence Leverage

Presence means users ability or willingness to communi-
cate with other users in the network. In many applica-
tions the presence information is limited to two modes:
online and offline. This is also the situation with basic
SIP protocol. SIMPLE working group is defining meth-
ods to provide more precise presence modes. Currently
the definition is not quite strict and it has not stabi-
lized, yet. This have caused that the MSN, HotSIP and
Siemens SIP Client can not interchange presence infor-
mation.
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3.2.1 How IM client get information about other
users presence. Presence leverage works in this
way. Client sends SIP SUBSCRIBE message to the
proxy/presence server. This SUBSCRIBE contains in-
formation about other user. Server replies with SIP 200
OK or SIP 202 if the other user has not yet authorised
the sender of the SUBSCRIBE message to see his pres-
ence mode. If so, the server sends SUBSCRIBE message
to the subscribed party. If subscribed party is online he
can reply with SIP 200 OK if he accepts the subscription.
Server also immediately sends SIP NOTIFY message to
the client. NOTIFY massage contains presence infor-
mation on the requested user. This information can be
faked to tell that the user is offline in the case there is not
authorization yet. Client replies to the server with SIP
200 OK message. If the other user changes its presence
mode, the server will send SIP NOTIFY message to all
subscribed users. NOTIFY tells the new presence mode
and clients reply to it with SIP 200 OK.

3.2.2 How the user can change own presence mode.
SIP REGISTER message is used to inform SIP network
about clients current communication address. Combined
presence, proxy and registrar server is known as presence
server. This server knows the user online / offline pres-
ence by using user registration information. When the
user signs in, the instant message client sends SIP REG-
ISTER message to the presence server and registers the
user to the network. If the user changes his/hers state, a
new REGISTER message is sent. When the user logs off
the REGISTER message is also sent to the server.

3.2.3 Using several clients. User can have many de-
vices for instant messaging. Any of these devices can be
used for changing user’s presence mode. When one of the
user’s devices changes presence mode, a notify message
is sent to all devices.

3.2.4 Error handling. SIP REGISTER and SIP
SUBSCRIBE messages have expire field that tells how
long the information provided by the message is valid.
Registrations and subscriptions must be renewed before
expiration. If the server does not accept expiration time
defined by client, it replies with message that sets a new
expiration time. Expiration feature is useful in situations
when IM client crashes or a network connection disap-

pears.

4. DIFFERENCES THAT CAUSES PROBLEMS IN CUR-
RENT IMPLEMENTATIONS

4.1 Instant messaging

Currently there are three working SIP instant messaging
clients, that I know: HotSIP [12] and MSN Messenger
[11] and Siemens SIP [13]. HotSIP works like IETF def-
inition and MSN is more Microsoft proprietary. In this
document MSN Messenger means messenger version 4.7
(4.7.0041). Version 5.0 (5.0.0537), which was recently re-
leased, does not support SIP at all. According to email
conversation with Microsoft’s agent, it seems probable
that upcoming versions MSN Messenger 5.x will support
SIP. All these three clients also work as a Voice over IP
phone.

4.1.1 SIMPLE spec defines that every IM has its
unique call id. Microsoft does not respect that every SIP
instant message should have its own unique call id. Mi-
crosoft uses same call id for all messages sent from same
messenger window. This is done to create some kind
of session for each conversation, but I am not quite sure
what are the advantages or if there any. This causes prob-
lems depending on how the server is implemented, be-
cause there is no specific definition. Server knows the or-
der of the instant messages by the order received. Server
must remember call id for every active sessions. If session
is not used for a long time, server deletes the call id of
the session from its memory. (Normally when the session
is ended by closing Messenger client window. Closing the
window causes a bye message sent by the Messanger.) If
the client sends a message after that, the message has
the same call id as the previous one, but server thinks
that it is a first message for that session. If server sends
an IM to the client it uses the call id it just received,
but starts sequence numbering from the beginning (both
ends, a server and a client have their own sequence num-
bering). When client receives the message, it checks the
latest sequence number on the received message for that
call id and detects that the sequence number is smaller
than in previous message. This causes that the received
message is dropped.

This problem can be bypassed by certain modification
to the server. The same problem will occur if there is two
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MSN Messengers configured to use each other as server
and the other one crashes and is restarted. There is no
solution for that case.

4.1.2 SIMPLE group defines that there is only one
transaction at the time. SIMPLE group definition is that
every message must have acknowledgement before a new
message is sent. MSN messenger does not wait for the
acknowledgements if user sends several messages rapidly.
Therefore the might be several transactions open at the
same time. If the server is implemented by the SIMPLE
group definition, the server should drop messages which
carries sequence number smaller than the last received
sequence number. If several transactions are open at the
same time there is a possibility that messages do not ar-
rive in right order and some of the messages are therefore
dropped.

4.2 presence leverage

4.2.1 MSN implementation differs from the SIMPLE
group. Subscribe messages should be sent to presence
server, but Messenger sends them through a proxy server
to the other user. Presence information should be told to
the presence server by sending a SIP REGISTER mes-
sages to the presence server. Then the presence server no-
tifies the other clients by sending SIP NOTIFY messages
to them. MSN Messenger sends these SIP NOTIFY mes-
sages directly to the other users. Messenger also sends
the SIP notify message to subscribed users when the Mes-
senger users logs off. The other clients send only SIP
Register message to the presence server. This causes a
problem. If someone tries to subscribe the user while
the user is offline, then the subscriber must try subscribe
until the user is online.

A Dbetter solution would be that subscriptions go
through the proxy server and if user is offline, the server
replies to the subscription and sends it to the user when
he/she logs in next time.

Microsoft’s implementation does not allow the user to
have several clients open at same time.

5. CURRENT SIP INSTANT MESSAGING AND PRES-
ENCE LEVERAGE SOLUTIONS

Several vendors are going to make their own SIP clients.
At this moment the only publicly available clients are
MSN Messenger version 4.7 (4.7.0041), HotSIP and
Siemens SIP. MSN Messenger version 5.0 (5.0.0537) does
not support SIP. [14; 15]

5.1 Clients

5.1.1 MSN messenger. MSN Messenger [11] Fig. 1
uses Microsoft proprietary protocol, but version 4.7
(4.7.0041) supports also SIMPLE. Version 5.0 (5.0.0537)
does not support SIP. Messenger is free for all Microsoft
Windows users.

5.1.2 Hotsip. HotSIP [12] HotSIP instant message
client follows IETF SIMPLE specifications. The client
is bundled with HotSIP server and the client is not au-
thorised to be used with other servers.

5.1.3 Siemens SIP. Siemens SIP [13] Fig. 2 feels
quite unstable at this moment. It is freely available. It
is Voice Over IP and instant messaging capable.

5.2 Servers

Information in this subsection is directly taken from SIP
Server manufacturer’s homepage.

5.2.1 Hotsip. Features: SIP support/SDP - follow-
ing latest drafts Proxy, redirect and registrar capabili-
ties Advanced and extensive routing capabilities Open
APIs designed for 3rd party service creation Net User
Agent for web and WAP access Interoperable with SIP
clients: Hotsip 's and Windows Messenger Contact list
management Management, Charging (CDR), Provision-
ing, Configuration (XML), Logging and Statistics tools
0&M tools using SNMP, RADIUS, and HTTP/HTTPS
12

6. WORKING BEHIND FIREWALL
6.1 Which ports and protocols must pass firewall

Nowadays there are firewalls almost everywhere. Net-
work Address Translation (NAT) is also in use in many
places. These things can prevent instant messaging to
work. Normally SIP protocol needs UDP port 5060 to
be open. Instant messages travel through SIP protocol,
therefore it is enough to allow UDP port 5060 packages
pass the firewall. If instant message client can also be
used for voice over IP or some other applications, then
there is a lot more to be opened on firewall access list.
[9; 5]

6.2 NAT compatibility

6.2.1 Instant messages in paging mode. We assume
that server has real IP address and client has NAT IP
address. In paging mode the networks address transla-
tion does not prevent SIP protocol to work, if TCP is used
as transport protocol. This is because the TCP stream
is opened from the client. If UDP is used, then the net-
work address translator does not know where it should
send the incoming packages from the server to the client,
because the server knows only the address of the NAT
server, but not the address of the client.

6.2.2 Instant messages in session mode. In session
mode SIP payload (instant messages) travels from client
to client. This causes problems if one of the or both
clients are behind the firewall. If the other client is behind
NAT and the other is not, the session must be started
from the client that is behind NAT. This works if TCP
is used as a transport protocol. If UDP is used, then
the client behind NAT can not receive messages until it
has sent a message to the other client. If both clients are
behind NAT, then there must be a special proxy that ma-
nipulates SIP packages and forces clients to communicate
through it.

NAT problem is not yet solved with the SIP Voice over
IP traffic. SIP working group is working on the problem
and the same solution will be probably used in SIP in-
stant messaging in the session mode.

SIP working group has this kind of a solution [10]:
Client who is behind NAT uses TCP connection to send
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the INVITE message, and to receive the response. Con-
nection is left open permanently. This causes that there
is no need to open new connections from the internet side
of the NAT. If UDP is used, then the SIP proxy must be
wise enough to check if the source address of SIP package
and source address inside SIP packet differs. If addresses
do not equal, then the proxy assumes that the client is be-
hind NAT. In this case the proxy must send the response
to the address and the port where the request originally
came from.

7. CONCLUSIONS

Almost real time text based instant messaging is becom-
ing a standard way of communication between people.
New GPRS, WLAN, bluetooth and UMTS networks are
enabling people to always be online. Currently the com-
munication over GPRS network is quite costly and many
operators use traffic based billing. SIP Instant messages
require only small network bandwidth and are therefore
efficient and quite inexpensive way of communication.
J2ME (Java 2 Micro Edition) capable mobile phones are
becoming more common and are enabling an easy way of
implementing SIP instant message client to any mobile
phone.

But there are some disadvantages. Do we have any
privacy in the society where we are always connected to
the Internet? Is there a possibility that someone actu-
ally can see where you are logged into the network and
could use this feature for tracking down your location? I
think these issues should be considered while designing
new instant messaging services. If instant messaging is
used for company’s internal communication, it should be
ensured that there is no way for people outside the com-
pany to read or manipulate messages. Most companies
allow their employees to send emails to anyone during
working hours. But is it okay to chat through an instant
message system with your friends at work? To be able
to use instant messaging efficiently, one should be able
to use same client for communicating with co-workers,
friends, relatives etc. But while at work it can get quite
disturbing if your friends are trying to chat with you all
the time. One solution for this problem could be the use
of predefined profiles which make your presence informa-
tion look different depending on who is requesting the
information. These profiles could be manually changed
by user and some features could be scheduled. For exam-
ple your status could be shown as "busy” automatically
during working hours to the friends and ”online” to the
co-workers.

I think that one important improvement to the SIP
protocol will be the Session Mode instant messaging.
Paging mode instant messaging works fine, but the fea-
ture richness of the SIP protocols causes some problems
described earlier. The Session Mode instant messaging
should be compatible with SIP protocol definition [5], so
there should not be interoperability problems with cur-
rent SIP proxies.
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