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Applications

Middleware provides various
transparencies (HW, OS, location, fault, ..)
for apps.
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— Protocol stack
®WSDL, SOAP, UDDI
®*REST
® Application and service examples
® Summary

ng, etc.

Underlying network (link layer, physical)

— Web sites
— Web services (SOAP / REST)

— Signalling (SIP, VolP)

®We expect many things from services
— Availability

— Trustworthiness

— Usability

— Interoperability

Computer A Computer B
Language: C++ XML Language: Java
OS: W2000 OS: Linux

Independent of
language, OS, network
protocols

— Social collaboration and networking sites

— Data sharing sites and video sharing

— Data storage services

— Blogging

® Another recent trend is to simplify signing to services
— Single Sign-On, federated identity, OpenID

®And creating mashups

— Combining services in new ways

— Custom experience and personalization




indows live,
®Social bookmarking
— Del.icio.us, trailfire, ..
®Peer production news
— Netscape, digg, newsvine,..
®Social media sharing
— YouTube, jumpcut, ..
®Online storage
— Amazon S3, Jungle Disk, omnidrive, ..

The Emergence and Rise of
Mass Social Media
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— Trustworthiness

 Phishing and spam in its many forms
« Identity theft
* Privacy
* How to enforce security
— Federation

» How to identify users and authenticate and
authorize

* How to scale mashups

— Trustworthiness

* Phishing and spam in its many forms
« ldentity theft
* Privacy
» How to enforce security
— Federation

* How to identify users and authenticate and
authorize

* How to scale mashups

Trends in Web Apps:
User Generated and Machine
Generated Online Software
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— “A set of service elements above the operating
system and the communications stack”

®Second definition

— “Software that provides a programming model
above the basic building blocks of processes and
message passing” (Colouris, Dollimore, Kindberg,
2001)




» Networks, operating systems, hardware,
programming languages
®Middleware is needed

— To cut down development time
« Rapid application development
— Simplify the development of applications

— Support heterogeneous environments and mask
differences in OS/languages/hardware

may be implemented using any transpo
protocol
®transparency of OS and hardware
— RPC/RMI uses external data representation
— Presentation is important
— XML is becoming increasingly important
®transparency of programming languages

— language independent definition of procedures:
CORBA IDL

— transactions
— persistent repositories
— location and failure transparency
— messaging
— Security
® Network stack (transport and below) is not part of middleware

— XML-RPC, SOAP
® Service Description
— Responsible for describing an interface to a specific web service
— WSDL
® Service discovery
— Responsible for service discovery and search
— UDDI

® The three major roles in web services
— Service provider
« Provider of the WS
— Service Requestor
« Any consumer / client
— Service Registry
« logically centralized directory of services
® A protocol stack is needed to support these roles

Discovery: UDDI

| Description: WSDL I
| XML Messaging: SOAP, XML-RPC, XML I

I Transport: HTTP, FTP, BEEP, SMTP, JMS l




< WSDL
— Web Services Addressing Working Group
— Web Services Choreography Working Group
® OASIS

— Organization for the Advancement of Structured Information
Standards

— E-business standards, UDDI
® WS-l (Web Service Interoperability Org.)

— Binding profiles,..

- ~
# <types>: The data types that are used
<message>: What messages are transmitted?
<portType>: The supported operations
~ E yp pp p _
<binding>: The binding to concrete protocols
<service>: Reference to actual location

® Request-reply and one-way communication are supported
® Note that XML infoset is an abstract specification
— On-the-wire representation does not have to be XML 1.0!
® SOAP 1.2 "HTTP Subset”. SOAP as HTTP extension
*® Specifications
— SOAP Version 1.2 Part 0: Primer
— SOAP Version 1.2 Part 1: Messaging Framework
— SOAP Version 1.2 Part 2: Adjuncts
— SOAP Version 1.2 Specification Assertions and Test Collection

— data type information and XML messages
® Commonly used to describe SOAP-based services
® W3C standard (work in progress)
— Initial input: WSDL 1.1 as W3C Note
— Current version 2.0 (Candidate Recommendation)
— Some differences between 1.1 and 2.0
®WSDL 1.1 in WS-I Basic Profile 1.0 and 1.1.

Source: http://msdn.microsoft.com/

SOAP Header

SOAP Baodv
Message Body

assertions
— Transaction contexts
Body is a mandatory element and
contains the actual message to be

delivered and processed (and fault
information)




® Implementation
— Public web service registry and development resources

— SOAP-based programming protocol for registering and discovering
Web services

* XML schema for SOAP messages
« a description of the API
® UDDI does not directly specify how pricing, deadlines, etc. are handled/matched
— Advanced discovery via portals and marketplaces

The Ajax Web Application Style:
Turning Web Pages into Ambient
Interactive Software Built on the

Global SOA

behavior

DHTML
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Source: hipilineb2:msi2 com

PUT, DELETE

— Resource representations: HTML, XML, GIF,..
— Media types: MIME

®Loose coupling

® Stateless transactions

® Self-descriptive messages

®Hypermedia is the engine of application state
— Just resources and URIs

. o . . b .

Main Point: We need security within AND
between security contexts!

representation
* Representations of the data are transmitted
— State is a property of a resource
®Resources
— Any addressable entity
— Web site, HTML page, XML document, ..
®URLSs Identify Resources
— Every resource uniquely identifiable by a URI

®Intermediaries to reduce latency, improve security, and
encapsulate legacy systems




URLS Simple Operations

200 OK

POST /songs HTTP/L.1

201 Created
PUT /songs/701 HTTP/1.1

204 No Content

DELETE /songs/701 HTTP/1.1

204 No Content

®Named resources (URIs)
®Resource caching (HTTP header)
®Comparison to SOAP

— For REST all decisions are made upon the URL
and HTTP method

— SOAP uses header and possibly content as well

— Hypothesis: REST+XML is applicable for all
SOAP/WSDL?

« SOAP offers headers, encoding, extensions

— Historical pricing
®Infrastructure as a service

— Simple Queue Service, Simple Storage Service,
Elastic Compute Cloud

®Search as a service
— Alexa
®People as a service
— Amazon Mechanical Turk

— Made for communicating to your various Wel
services

— Message storage
®S3 Simple Storage System
— Not a file system
— You store your data in buckets

— Bucket names are globally unique (4KB long, max
chunk 5GB)
Files can be accessed over HTTP or BitTorrent




— Instances are stored on S3
— You get root privileges, can install software

— Advertisement APIs
®Yahoo!

— Answers, Local, Mail, Maps, Photos, Search,
Shopping, Travel, Utilities, ..
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®Decentralization: the user has the freedom of choosing
who manages identity and data

® Solutions for authentication
— Web-based standard (top-down)
* ID-FF
— Web-based practice (bottom-up)
* OpenlD and oAuth
— Web services
* SAML 2.0

— Web Search for a Planet: The Google Cluster
Architecture

® Amazon

— Amazon Recommendations: Item-to-Item
Collaborative Filtering

— Analyzing Customer Behaviour at Amazon.com
®Yahoo
— Experience with Personalization of Yahoo!

— Uses SAML requests and assertions
® Mandatory features for an identity provider
— Single sign on and federation
Single sign out
Federation termination
— Affliliations

— Dynamic proxying of Identity Providers
® Circle of trust implemented using
— SAML assertions, requests, redirection, and validation




functionality in ID-FF has been incorporated into SAML 2.0
® Liberty ID-WSF

— Identity Web Services Framework

— Builds on WS-Security and SAML 2.0
® Liberty ID-SIS

— Identity Services Interface Specifications

— High-level web service interfaces that support particular use
cases like data/profile, geolocation, contact book, and
presence services.

®The user has the choice of selecting a suitable identity
provider

®Support: AOL, Orange, FireFox, Microsoft planning
support in Vista, LiveJournal, Wikitravel, Zooomr,
Ma.gnolia

® Estimated 120 million OpenlIDs on the Internet

®OpenlID 2.0 supports discovery

— Yadis provides a mechanism for determining the
services that are available with a given identifier

®|dentity aggregation: ClaimID

— Claim Web resources under your OpenlID (must
have write permission)

m OpentD Prover

Request authentication
HTTF:Form Redirect

Potential user
eraction

Autt_response

User is authenticatec

Verily response

® Second goal
— What is the role of the identity provider in transactions?

— Passport no longer stores personal information other than
username/password credentials

® Authentication service for sites

® Proprietary technology

® Roadmap: towards identity card (CardSpace)
— Interface for identity based authentication and authorization
— Identity cards that people can choose (Identity Metasystem)
— Integration with Web sites
— Consistent user interface

® Windows Live ID
- kJAnSi;\i‘ed login service for Microsoft sites such as Hotmail, MSNBC,
— Used also for ad targeting with adCenter

| Hasbeen opened for Web site developers (August 2007) |

(such as one's blog or home page), and if one
knows how to edit HTML, one can insert the
appropriate OpenlID tags in the HTML code
following instructions at the OpenlID specification.

— The second option is to register an OpenID
identifier with an identity provider. They offer the
ability to register a URL (typically a third-level
domain) that will automatically be configured with
OpenlID authentication service.

printer.example.com.
® A solution for publish and interact with protected data

® Does not require a specific user interface or pattern, nor does it
specify how service providers authenticate users

— Can be used with OpenID
® Attempt to collect best practices from existing protocols

— BBAuth (Yahoo), FacebookAuth, FlickrAuth, AuthSub
(Google), OpenAuth (AOL) ..

® Contributors from many Web companies: Google, Flickr,
Ma.gnolia, sixapart, Jaiku

® oAuth 1.0 Draft 3 was released September 28, 2007
® More information: http://oauth.net




user to authorize access
— Access token: used by the consumer to access the
protected resources on behalf of the user
®OAuth Authentication is done in three steps:
— The Consumer obtains an unauthorized Request
Token.
— The User authorizes the Request Token.
— The Consumer exchanges the Request Token for
an Access Token.

1.0/drafts/3/spec.html

Authentication mecharist
Is not specifiec for example
OpeniD.

Direct user to consumer
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Request access token i

Grant token

|Access protected resources

!

— Standards-based to ensure interoperability
® A middleware stack is needed
— WSDL, SOAP, UDDI, messaging protocols

— REST+XML as a lightweight alternative
* Many services support both SOAP and REST

®We are going towards identity-based authentication and

authorization
— Centralized vs. decentralized




