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Abstract It aims to be easy for the user and more secure than the tra-
ditional password authentication. An approach that fosuse

Authentication, or the proof of identity of one or both pamsn mobile payment is taken in [3], and two payment pro-

ties of a communication session, is often a crucial partef ttocols are introduced. Finally, [7] reviews the currentesta

session, and without it the session cannot proceed. Authefdigital signatures on mobile phones from a more general

tication is especially important in mobile payment scemsri perspective.

where it has immediate, monetary value. The authenticatiohe rest of this paper is divided as follows: Section 2

mechanisms must be resistant to attacks where someone inigsduces the terminology and concepts used, Section 3

to fool one or both parties of the communication session Hiscusses different views of identity, Section 4 gives an

intercepting and altering the messages between them. Bvierview of what the state of the art in mobile authentigatio

vacy concerns must also be taken care of, so that unneégsSections 5 and 6 review in more detail two technologies

sary information about parties is not leaked to anyone whaismobile authentication, Section 7 compares their sttengt

not intended to receive it. and weaknesses, and Section 8 presents the concluding re-

This paper reviews the current state of the art for authemarks.

tication techniques used with mobile devices. Digital aign

tures are an important tool with authentication methodd, .

their generation on mobile devices is covered. Two spegﬁc Terminol ogy and COﬂCGptS

authentication techniques are covered in greater detadl, a

their advantages and disadvantages are compared with é%{g}liu_anti_cation anr:j K_ey Agrea’r}en;G(AKAg_lis the autEen- h
other and with general authentication methodology. tication mechanism used in mobile networks suc

as the Universal Mobile Telecommunications System

KEYWORDS: mobile authentication, mobile payment, dig-  (UMTS). Itis defined in the Internet Engineering Task
ital signatures Force’s RFC 3310 [4].

Remote Authentication Dial In User Service (RADIUS)
is a commonly used authentication protocol that uses a

1 Introduction remote server to manage the authentication of users. It
) o o can be used for many kinds of authentication scenarios.
Reliable and trustworthy user authentication is esseittial RADIUS is defined in the Internet Engineering Task

many electronic services today. From online banking and Eqrce’s REC 2865 [5].

shopping to changing one’s official postal address, it ialvit

to be sure of the identity of the user and the service providerameter is a protocol that is designed to replace RADIUS.
A hierarchical structure of cryptographically signed cer- It addresses some security concerns in RADIUS, adds
tificates is an efficient solution to identifying the service more flexibility, and has better support for roaming. It
provider since there is a sufficiently small number of ser- is defined in the Internet Engineering Task Force’s RFC
vice providers and since they can be expected to apply and 3588 [6].

pay for a certificate. ldentifying a user is more problenl};ubIiC Key Cryptography is a method of encryption that
atic, however, and the most used method is using a user- uses a pair of keys: a public and a private one. The

name and a password. This simple approach leaves room for . .
. ublic key is used to encrypt the message that can then
improvement because the user needs to manage usernamesg . ; i
) e decrypted only with the corresponding private key.
and passwords for many services. Moreover, usernames and ; o
. - Thus, the public key can be freely distributed, and any-
passwords are prone to so called phishing where a malicious :
. . one can use it to encrypt messages that only the holder
party contacts the user pretending to be a representative of of the private kev can decrvot
service and asks for the authentication credentials. P y ypL
Alternate methods of identifying the user have been devBligital signature is another use of public and private keys.
oped, but none have replaced the password authentication asA signature is created from the contents of a message
the most common. Cryptographic signatures are a promising using the private key, and then added to the message.
technology on the user end as well, but many of the solutions The public key can then be used to verify that the sig-
developed so far suffer from portability issues or are tdo di nature was created with the corresponding private key,
ficult to deploy. An authentication method that uses a mo- and that the contents of the message has not been tam-
bile phone as an authentication provider is presented in [2] pered with.
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Public Key Infrastructure (PKI) is a system for determin-tity universal, meaning that anyone can verify the identity
ing the trustworthiness of digital certificates. A Cerfrom that proof. Therefore, generally non-repudiatiorhtec
tificate Authority (CA) distributes its public key to allniques can also be applied to authentication.

participants of the system and then signs certificates of . . o .
trusted certificate holders with its private key. Other Another issue that needs to be considered with identities

users can then verify the signature and decide to trEsprivacy. Many details of a participant in a communication

the certificate, even though they have no previous Co'sﬁa_ssion should be kept secret from anyone but the actual re-
tact with the h’older of the certificate ceiver of the information, and some details should be kept

secret from anyone but the participant itself. Examples of

A cryptographic hash function is an algorithm that takessuch details are the authentication credentials, payment i
an arbitrarily large amount of data and computes a shisffmation, and activities that are not related to the pakiic
hash value from that data. With a good hash functiogfmmunication session.
it should be unfeasible to obtain information about the
data by just looking at the hash value, and it should be
unfeasible to find two different data inputs that result
in the same hash value. Cryptographic hash functions
are often used with digital signatures since signing
message will result in a signature that is as long as & State of the art
message. By computing a hash value from the message

and then signing the hash value a significantly shorter ) o
signature is generated. Digital signatures are a very useful tool for authentiaatio

and non-repudiation. Both can be achieved by having a pair

of public and private keys, the latter being accessible only
3 | dentity to a single party, and then doing the authentication by hav-

ing that party generate a signature of some data. Provided
Before examining in detail what solutions exist for mobilthat the keys are managed properly, and that the public key
authentication, we must define the desired end result, esiatglobally accessible, anyone can verify that a public leey i
lishing the identity of the user. The identity of the user cdhe correct one and that the signature was generated by that
be an ambiguous concept, however. In the case of makirkgs. This scheme is also very flexible, since the actual mean-
payment, for example, the identity could refer to the perstg of a signature can be defined by the protocol being used
making the payment, or it could refer to a credit card orketween the communicating parties.
debt card with which the payment is made. In the first case

s An exhaustive review of signature generation methods
the result of the authentication must be some proof that t\mh mobile devices is qiven ir? . p gt' lar attention i
]4_ g [7]. Particular attention is

user is who they claim to be, but in the second case it is suf- . .

e . aid to the requirements set by the European Parliament and

ficient to have some proof that the user is someone whq,Is : i, . . .
: . ; . he Council to digital signatures that can be viewed as equiv

entitled to make payments with the card in question. Us

L . . >Mient to hand-written signatures. The requirement aretltleat
ally this is equivalent to knowing the PIN humber or Secum’oylgnature must be based on asymmetric cryptography or el-
coge (.)(]; th?. tcard. o0 be Vi df th . IiPtic curve cryptography, the signature must be created wi
inf nl te_n "y c?n aslo the' viewe thro.rg t'et ptehl’S{DEC |\(/je Secure Signature Creation Device, meaning that the privat
information routing. n this case the dentity that needs céys must be protected so that they cannot be extracted from

b_e agt_h_e nticated is the_ identity qf the device. When a fie device, and finally that the certificates for the sigraatur
vice initiates a connection to a wireless network, for exam-

ple, it is often required to prove that it is entitled to use tﬁ%ust be obtainable from a qualified certificate authority.
resources of the network, and therefore must authenticate i The paper concludes that while there are many good ways
self. The connection can also be used to deliver messagesfgpenerating digital signatures with mobile devices, theo
the device after the authentication. Email notificatioms, fthat can be compared to hand-written signatures and that are
example, can be sent to the device after it is known that tim@st convenient for application providers to use are the-sol
device can be reached through that connection. This kindiohs that store the private keys on the SIM card of a mobile
scenario is a common one with mobile devices because tipione. Because the SIM cards are tamper-resistant devices,
connections can change along with their physical locationthe private keys are secured in the SIM card’s memory. The
In this paper an identity is not limited to any single scesignature is also created on the SIM card itself, so the f@iva
nario. An identity is some property of one participant in key cannot be extracted in any phase of the process. More-
communication session that entitles that participant toeso over, the interface to use the key pair on the SIM card has
thing: access to a service, a piece of information or a teeen standardised, making it relatively easy to develofi-app
source that is not available to everyone. Authenticatioations that utilise the process on multiple mobile platfer
means proving that the participant has that property. Sorerther, because the public and private key pair can bedssue
times non-repudiation of a message is required in additioray a qualified certificate authority and shipped togetheh wit
authentication. This means that the sender of a message taSIM card, this approach is clearly the best available way
not later deny that it has sent the message. Non-repudiattbhandling mobile signature generation, since no other way
is very closely related to authentication, as it can be aelie provides all the aforementioned features, nor do they peovi
by making the identity unique, and making the proof of ideany features that offer a clear benefit over this.
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User Identity provider Service provider must have access to the public key of the identity provider
1. Service request - and some assurance that the public key is the correct one.
2. Identity provider ~ The signing is done with a private key that is pre-loaded on
3. Redirection| selection the SIM at the time it was manufactured, and the correspond-
ing public key on the SIM card is signed by the operator that
4. Authentication, grants the SIM card. Therefore, the public key can be sent
5. Redirection| security assertion to the service provider along with the security assertiod, a
[ ] the service provider can make sure that the public key is the
6. Security assertion  correct one by verifying the operator’s signature on it.
- Service verification Thg authenticatior_1 system does have a fevy clear problems.
- ' One is that the mobile phone needs to function as an HTTP
server, which is generally not possible with the network-con
. o . __nections provided by operators. The solution proposed]in [2
E|gure 1.: The authentication procedure with the mobileideg g have a separate computer that functions as a proxy, act-
tity provider. ing as the server and communicating with the mobile phone
to get the security assertion. The other problem is that the
5 Identity provider on the mobile servi_ce provigler needs to k_now how to contac'; the identity
provider service on the mobile phone. The solution proposed
phone to this problem is to have the proxy computer recognise spe-
cial web addresses that contain the name of the user, and then
The prototype implementation in [2] utilises the signatteie having the user type such an address on the web page of the
pabilities of a SIM card. The primary idea of the implemerservice provider. This seems to be a bit cumbersome pro-
tation is to replace an ordinary username and password ag&gs, but it does enable the service provider to identify the
authentication method on a web page. The main improygser without any prior knowledge of them.
ments over password authentication are that the user neefhe additional security features discussed in [2] are re-
not remember their password, which improves usability jgted to the scenario where a malicious party tries to ttiek t
addition to security, and that authentication can be doee €y;ser into generating a security assertion that would atithen
in scenarios where the service provider has no prior knowhte the wrong person for the service provider. One possible
edge of the user. Some additional security features are &lgg around such an attack is to display information on the
discussed in [2]. mobile phone screen about the party for which the security
The system works by acting as an identity provider cogssertion is made. This might not be very effective though,
ponentthat is defined in the Single Sign On procedure of fhecause many users ignore warnings that are displayed to
Liberty Alliance [1]. The HTTP POST profile of the identhem by computers or mobile phones. A better way is also
tity provider authentication is used, which consists ofesevpresented: to have the mobile phone remember details about
steps: the user’s computer, and when a security assertion that does
I . : . not match those details is about to be generated, have the use
1. The user initiates a connection to the service prowdglr',eCtI access the identit id h bile oh ¢
reguesting some service. -ty ity provider on the moblie phone 1o
verify the changed details.

2. The service provider selects an identity provider by

some means. . . .. .
6 Mobile payment with digital signa-
3. The service provider redirects the user to the identity tures

provider.

4. The identity provider authenticates the user, if it has nbhe authentication scheme in [3] is meant for making mobile
already done so, and creates a security assertion faytments. Therefore, in addition to proving the identity of
functions as a proof of identity of the user. the user, the system must take care of privacy issues and pro-

vide enough evidence about the transaction to all parties. T

5. The identity provider redirects the user to the servigghieve that, public and private keys granted by the Finnish
provider and adds the security assertion from the prepiopulation Register Centre are used. All parties of the pay-
ous step to the request. ment, namely the customer, the merchant, and the customer’s

bank, are expected to have keys granted by the Population

Register Centre, thus making sure that there is no question

7. If the security assertion was correct, the servi@bout the identities of the parties. The customer’s keyipair

provider grants the requested service to the user. stored on a SIM card, and the key pairs of the bank and the
merchant can be stored however they see fit. The messages

Figure 1 illustrates the transaction. transmitted in a payment transaction are both encrypted and

At the heart of the authentication procedure is the seaigned with the relevant keys in each case, and differets par
rity assertion. It contains a digital signature of the idewf the message are encrypted with different keys to limit the
tity provider, and the service provider validates the @gser amount of information each party gets to that which is actu-
based on the signature. This means that the service provalsrneeded by the party.

6. The service provider verifies the security assertion.
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The main difference to other, existing mobile payment so- Merchant Customer Bank
lutions is that this one does not require a separate mediator 1. Connect
for the payments. A mediator usually handles a pre-paid ac- =
count for customers and transfers the funds from that, also 2. Offer
charging some amount of the payment to cover its own oper- choices
ational expenses. This increases the total cost of theacans 3. Choose

A

tion, so it is desirable to handle payments without a need for

a separate mediator. 4. Paymint 5 p .

Two different scenarios are considered in [3]: a real point- AR e
of-sale, where the customer is physically present at a mer- =~

. . . 6. Payment
chant’s site, and a virtual point-of-sale, where the cusiom 7. Payment receipt
is not physically present, e.g. when paying for an order made - receipt =
on the Internet. In a real point-of-sale the customer cotsnec .
) : : 8. Deliver

to a merchant’s device with Bluetooth, a short-range gen- product

eral purpose wireless network technology. The device could

be a payment terminal or a yendlng machine. A ”Otap'e fﬁgure 2: The transaction steps of a real point-of-sale pur-
ture of the payment system is that the merchant’s device d

not need to have any connection besides the one to the cus-

tomer’s mobile phone. The proof of validity for the client’s

public key along with the proof of a completed payment car?. The merchant's machine offers a set of choices avail-
all be forwarded to the merchant’s device by the customer’s able from it to the customer.

mobile phone. All that is needed by the merchant’s device t
verify those proofs are the public keys of the banks that use’
the mobile payment system and the public key of the Popu-
lation Register Centre, and those can be pre-loaded into the The merchant relays the payment authorisation to the
machine when it is first set up. The transaction for a real customer’s bank.

point-of-sale consists of eight phases:

The customer sends its choice to the merchant’s ma-
chine, including a signed authorisation of payment.

o ) ) 5. The bank confirms the payment to the merchant.
1. The customer initiates a connection with the merchant’s

machine. 6. The merchant delivers the product and a receipt for the

) ) transaction to the customer.
2. The merchant’s machine offers a set of choices that are

available from it to the customer. Again, each message is signed and encrypted by the sender
_ i . with the public key of receiver, and in this case the payment
3. The customer sends its choice to the merchant's Magnorisation is encrypted with the bank’s public key, s th

chine. merchant cannot decipher it. Each party has sufficient proof
4. The merchant's machine sends a request for paymerftdhe transaction in this case as well, except for the situa-
the customer’s mobile phone. tion where the merchant does not deliver the product or the

receipt for the customer. The bank has proof of the trans-
5. The customer sends a payment order to their bank. action, however, and the customer can use that in case of a
dispute. The bank gets information about the customer and
the merchant, which is necessary to make the payment, but
7. The customer sends the receipt to the merchant's mther details about the transaction are not given to the.bank
chine. The merchant gets information about the customer and the

) , customer’s bank, which is the same information that it gets
8. The merchant’s machine delivers the product to the CWSm a debt card payment

tomer.

6. The bank sends a payment receipt to the customer.

Each message is signed and encrypted by the sender with4he
public key of the receiver, and after the message sequence,

eaCh party has sufflc_lent proof about the tr_ansactlon tl'yatarrig]e two solutions for mobile authentication are evaluated
disputes that may arise about the transaction can be solv%d.

Fiqure 2 illustrates the session ere and compared to each other. The evaluation criteria are
9 ) the requirements set for the user of the mobile phone and the

The scenario of a virtual point-of-sale means that the™ . . L
: ) . requirements set for other parties of the authenticatiothfo
customer is connected to the merchant’'s machine remote - - .
. ) . . adthentication to work properly. The possibility to useséxi
meaning that the merchant’s machine obviously has a remote : . )
; . INg solutions are also considered, and the security femture
connection. Because of this, the message exchange between. .
. ovided by each solution are evaluated.
the customer and the merchant can be a bit simpler. O .
. T . n [2], the requirements for the user are to have a SIM card
six steps are required in total, four of which are between th

customer and the merchant: w?th_ an qperator—issued pair c_)f public and privatg keys and
' the identity provider software installed on the device. Séhe
1. The customer initiates a connection to the merchanesjuirements are fairly light, but additionally the usersinu
machine. remember the address through which their identity provider

Comparison
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can be contacted, which can be a bit of a burden, especialcessary pieces of information are given to each party, and
if the user has to use many other authentications with otleaich party has some form of proof that the transaction took
services as well, e.g. password-based ones. Still, it is ptace. The only real problem with the authentication method
a requirement that would seriously hinder the adoption isfthat it is not yet standardised. Still, it appears to berg ve
this authentication method, since it does remove the neeghtomising system with a clearly defined potential usage.
remember a password for the service.

The requirements for the service provider are the abili
to verify signatures made by private keys that are issued by a

mobile operator, and the ability to use the single sign-@na p . . . .
cedure of the Liberty Alliance with an arbitrary address fct)rrhe current state of mobile authentication and identity man

the identity provider component. While they both requir%'ge'ﬁrzjent r:.eythc:dg se?ms to bebth.at s(;)melprorglilntg systems
custom software to be implemented, tested, and deplo;g%?te ond '?' a S|tgn?(lj1rels are etlngt Fflye ﬁpe ' ul_ll;lenReAar
much of the work could be handed to already existing ulte ready for actual depioyment yet. Techniques fike KA-

braries that can be used to perform the tasks. Therefore Icge?\/:g(\j/e?laanéﬁrf(?éisalgeai)r/e?qiplEﬁighggiﬁ:ﬁgﬁ; Tﬁes
requirements set for the service provider are not overly t§| . y ) »app Y . y
either. fil is not universal: they are not suitable for any autlient

Th . tfor a third part h bil tcation situation. In the view of the author, a successful au-
erequirementioratnird party, €.g. the mobiie operatfly tication method should place as little burden on the par

to have a cqmp.uter that acts as an HTTP server anc,i CONVERYS of the authentication, but some compromises are always
the authentication messages to and from the user’s molal %essary e.g. establishing trust via a third party

phone is a bit troublesome, however. It requires both hard-
ware resources and custom software development, testing,
and deployment from the third party, who is likely to wanR efer ences

some compensation for it. This makes the solution somewhat

unattractive compared to the simple username and passwgjdThe Liberty Alliance Project.
authentication, which is completely free for both the seevi  htt p: // www. proj ectli berty. org.

provider and the user. The method does offer some securit ) o
benefits over the traditional password authenticationgipml2] T- Abe, H. Itoh, and K. Takahashi. Implementing iden-
making phishing attacks more difficult, but it is hard to see ity provider on mobile phone. In A. Goto, edit@jgital
this as a benefit that would outweigh the fact that not in- !dentity Management, pages 46-52. ACM, 2007.

significant resources are required from a third party. [3] M. Hassinen, K. Hyppdnen, and K. Haataja. An Open,

The requirements for the user in [3] are again the au- pk|.Based Mobile Payment System. In G. Miiller, ed-
thentication software installed on their mobile phone and a itor, Emerging Trends in Information and Communica-
SIM card with a public and private key pair, granted by the n Security, International Conference, ETRICS 2006,
Finnish Population Register Centre in this case. This time Freiburg, Germany, June 6-9, 2006, Proceedings, vol-
there is no need for the user to remember any additional ad- ;e 3995 of_ecture Notes in Computer Science, pages
dresses or other non-obvious details, however. 86—100. Springer, 2006.

The requirements for the merchant are the ability to ver-
ify signatures made by private keys that are granted by {4& A. Niemi, J. Arkko, and V. Torvinen. Hypertext Trans-
Finnish Population Register Centre and the ability to com- fer Protocol (HTTP) Digest Authentication Using Au-
municate with the described protocol. The signature verific ~ thentication and Key Agreement (AKA). RFC 3310,
tion would probably not be a problem in this case either, but The Internet Engineering Task Force, September 2002.
the software to handle the protocol would probably have to http://ietf.org/rfc/rfc3310.txt.

el i xpene o he merchat, Moreover Shce (9 . Rgney & . Rubens, W & Simpson and . Wi
P y y way, only lens. Remote Authentication Dial In User Service (RA-

el e 10 PSSy 0 DILS) REC 2865, The et Engineerin Tsk Fore,
) ' P ' Y June 2000. http://ietf.org/rfc/rfc2865.

that differentimplementations, even free ones, becomé ava t xt
able. '

The requirements for the bank are the ability to verify sifg] C. Rigney, A. C. Rubens, W. A. Simpson, and S. Wil-
natures made by private keys that are granted by the Finnishlens. Diameter Base Protocol. RFC 3588, The Inter-
Population Register Centre and the ability to communicate net Engineering Task Force, September 20688t p:
with the described protocol, making money transfers asre- / /ietf.org/rfc/rfc3588. txt.
quired by the communication. Should the protocol become ) i i i i
an accepted form of payment, however, most banks wolfd A- Ruiz-Martinez, D. Sanchez-Martinez, M. Martinez-
probably implement it like they currently do with Internet  Montesinos, and A. F. Gomez-Skarmeta. A survey of
banking software, and cover the costs from their normal rev- €l€ctronic signature solutions in mobile devic#BAER,
enue. Therefore the requirements for a third party in thigca 2(3):94-109, 2007.
could be seen as less severe than in the previous case. The
security features in the protocol are quite refined: every au
thentication phase is verified by a digital signature, ohby t

Conclusions



